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ASD(C3I)

SUBJECT:   Information Assurance (IA) in the Acquisition System 

References:
(a)   DoD Directive 8500.1, “Information Assurance,” October 24, 2002

(b)  DoD Instruction 8500.2 “Information Assurance (IA) Implementation,  February 6, 2003 

(c)  DEPSECDEF Memorandum “Defense Acquisition,” October 30, 2002    

(d)  through (l), see enclosure 1

1.  PURPOSE

This Instruction:


1.1.  Implements policy, assigns responsibilities, and prescribes procedures under references (a) and (b) necessary to integrate information assurance (IA) into the Defense Acquisition System described in reference (c).  


1.2.  Describes required and recommended levels of information assurance activities relative to the acquisition of systems and services. 


1.3.  Describes the essential elements of an information assurance strategy (AIS) and prescribes an Information Assurance Strategy submission and review process required prior to the acquisition of systems and services.

2.  APPLICABILITY AND SCOPE

This Instruction applies to the Office of the Secretary of Defense, the Military Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of the Inspector General of the Department of Defense, the Defense Agencies, the DoD Field Activities, and all other organizational entities within the Department of Defense (hereafter referred to collectively as “the DoD Components”).

3.
DEFINITIONS

Terms used in this Instruction are defined in reference (a), reference (b), or in enclosure 2.

4. POLICY

It is DoD policy that:


4.1. IA will be implemented in all system and services acquisitions at levels appropriate to the system characteristics.

4.2. All acquisitions of mission critical or mission essential IT systems as defined in reference (xxx CCA) shall have an adequate and appropriate Information Assurance Strategy that will be reviewed prior to any acquisition milestone decisions, program decision reviews, and/or contract awards.

5.  RESPONSIBILITIES

Pursuant to reference (a):


5.1.  The Assistant Secretary of Defense for Command, Control, Communications and Intelligence (ASD (C3I)) as the DoD Chief Information Officer (DoD CIO) shall:

5.1.1. Oversee implementation of this Instruction in coordination with the USD (AT&L).

5.1.2. Ensure that information assurance is included for Overarching Integrated Product Team (OIPT) consideration prior to all acquisition milestone decisions, and prior to contract awards.  

5.1.3. Establish and implement procedures for the review of Information Assurance Strategies from programs acquiring mission critical/mission essential IT, as identified in enclosure 3.

5.2.      The Under Secretary of Defense for Acquisition, Technology & Logistics shall:

5.2.1. Support the ASD(C3I) in overseeing implementation of this Instruction.

5.2.2. Ensure that information assurance is included for OIPT consideration prior to all milestone decisions, and prior to contract awards.  

5.2.3. Ensure that information assurance principles and the process for implementing information assurance in defense acquisition is included in the education and training of the defense acquisition workforce.    

5.3   The Heads of the DoD Components shall:

5.3.1.  Ensure that information assurance is implemented in all system and service acquisitions as outlined in enclosure 3.

5.3.2.  Establish and implement an internal management process for the preparation and review of Information Assurance Strategies, leading to approval by the Component CIO or other designated Component official, and in the case of specific programs acquiring mission critical/mission essential IT identified in enclosure 4, forwarding of the Information Assurance Strategy to OASD(C3I)-DIAP for review.

5.3.3. Designate a principal point of contact to represent the Component on IA policy and procedural matters.
5.4.    Acquisition PMs shall ensure the early and seamless integration of IA into the initial design, development and testing phases of acquisition and upgrade programs as the key to delivering adequate security of information and information systems.   
6.  PROCEDURES
6.1. 
6.2. 
6.2.1. 
6.2.2. 
6.  

See enclosures 3 and 4.


6.2.3. 
6.2.4. 
6.2.5. 
6.3. 
6.4. 
6.5. 
6.5.1. 
6.5.2. 
6.5.3. 
7. INFORMATION REQUIREMENTS

No new information requirements are imposed by this Instruction.
8.  EFFECTIVE DATE

This Instruction is effective immediately. 


John Stenbit

Enclosures – 4

  E1.  References

  E2.  Definitions

  E3.  Information Assurance 
(IA) Compliance Requirements
  E4.  Information Assurance Strategy Preparation Guide and Format Template

E1.  ENCLOSURE 1

REFERENCES, continued

(e)  DoD Instruction 4630.8, "Procedures for  Interoperability and Supportability of Information 

Technology (IT) and National Security Systems (NSS), " May 2, 2002

(f)   DoD 8510.1-(M), “DoD Information Technology Security Certification and Accreditation Process (DITSCAP),” July 31, 2000.

(g)  DoD 8910.1-M, “DoD Procedures for Management of Information Requirements,”

June 30,1998 

(h)  NSTISSP 11 , National Information Assurance Acquisition Policy, January, 2000
(i)  DoD Directive 5000.1, “The Defense Acquisition System,” October 23, 2000 and Change 1, January 4, 2001.  CANCELED
(j)  DoD Directive 5200.39, “Security, Intelligence, and Counterintelligence Support to Acquisition Program Protection,” September 1997

(k)  Clinger-Cohen Act of 1996

(l)   OMB Circular A-130, “Management of Federal Information Resources,” February 1996.

E2.  ENCLOSURE 2

DEFINITIONS

E2.1.  Accreditation. Formal declaration by the Designated Approving Authority (DAA) that an information system is approved to operate in a particular security mode using a prescribed set of safeguards at an acceptable level of risk.

E.2.2.  Acquisition Program.  A directed, funded effort designed to provide a new, improved, or continuing materiel, weapon, or information system or service capability in response to a validated operational or business need. Acquisition programs are divided into different categories that are established to facilitate decentralized decision-making, execution, and compliance with statutory requirements. Technology projects are not acquisition programs.

E.2.3.  Availability.  Timely, reliable access to data and services for authorized users including restoration.

E2.4.  Certification. Comprehensive evaluation of the technical and non-technical security features of an information system and other safeguards, made in support of the accreditation process, to establish the extent that a particular design and implementation meets a set of specified security requirements.

E.2.5.  Confidentiality.  Assurance that information is not disclosed to unauthorized persons, processes, or devices.

E2.6.  DoD Information System.  Set of information resources organized for the collection, storage, processing, maintenance, use, sharing, dissemination, disposition, display, or transmission of information.  Includes automated information system (AIS) applications, enclaves, outsourced IT-based processes, and platform IT interconnections.  NSTISSI No. 4009 (reference (XX) modified to include the four DoD categories.)

     E2.6.1.  Automated Information System (AIS) Application.  For DoD information assurance purposes, an AIS application is the product or deliverable of an acquisition program such as those described in DoD Directive 5000.1. (reference (XX)).  An AIS application performs clearly defined functions for which there are readily identifiable security considerations and needs that are addressed as part of the acquisition.  An AIS application may be a single software application (e.g., Integrated Consumable Items Support (ICIS)); multiple software applications that are related to a single mission (e.g., payroll or personnel); or a combination of software and hardware performing a specific support function across a range of missions (e.g., Global Command and Control System (GCCS), Defense Messaging System (DMS)).  AIS applications are deployed to enclaves for operations, and have their operational security needs assumed by the enclave.  Note.  An AIS application is analogous to a “major application” as defined in OMB A-130 (reference (XX)); however, this term is not used in order to avoid confusion with the DoD acquisition category of Major Automated Information System (MAIS).

     E2.6.2.  Enclave.  Collection of computing environments connected by one or more internal networks under the control of a single authority and security policy, including personnel and physical security.  Enclaves always assume the highest mission assurance category and security classification of the AIS applications or outsourced IT-based processes they support, and derive their security needs from those systems.  They provide standard IA capabilities such as boundary defense, incident detection and response, and key management, and also deliver common applications such as office automation and electronic mail.  Enclaves are analogous to general support systems as defined in OMB A-130 (reference (XX)).  Enclaves may be specific to an organization or a mission, and the computing environments may be organized by physical proximity or by function independent of location.  Examples of enclaves include local area networks and the applications they host, backbone networks, and data processing centers.  

     E2.6.3.  Outsourced IT-based Process.  For DoD IA purposes, an outsourced IT-based process is a general term used to refer to outsourced business processes supported by private sector information systems, outsourced information technologies, or outsourced information services.  An outsourced IT-based process performs clearly defined functions for which there are readily identifiable security considerations and needs that are addressed in both acquisition and operations.

     E2.6.4.  Platform IT Interconnection.  For DoD IA purposes, platform IT interconnection refers to network access to platform IT.  Platform IT interconnection has readily identifiable security considerations and needs that must be addressed in both acquisition, and operations.  Platform IT refers to computer resources, both hardware and software, that are physically part of, dedicated to, or essential in real time to the mission performance of special purpose systems such as weapons, training simulators, diagnostic test and maintenance equipment, calibration equipment, equipment used in the research and development of weapons systems, medical technologies, transport vehicles, buildings, and utility distribution systems such as water and electric.  Examples of platform IT interconnections that impose security considerations include communications interfaces for data exchanges with enclaves for mission planning or execution, remote administration and remote upgrade or reconfiguration.  

E2.7.  Global Information Grid (GIG).  Globally interconnected, end-to-end set of information capabilities, associated processes, and personnel for collecting, processing, storing, disseminating, and managing information on demand to warfighters, policy makers, and support personnel.  The GIG includes all owned and leased communications and computing systems and services, software (including applications), data, security services, and other associated services necessary to achieve Information Superiority.  It also includes National Security Systems (NSS) as defined in section 5142 of the Clinger-Cohen Act of 1996.  The GIG supports all DoD, National Security, and related Intelligence Community (IC) missions and functions (strategic, operational, tactical, and business) in war and in peace.  The GIG provides capabilities from all operating locations (bases, posts, camps, stations, facilities, mobile platforms, and deployed sites).  The GIG provides interfaces to coalition, allied, and non-DoD users and systems.  Non GIG IT is stand-alone, self-contained, or embedded IT that is not or will not be connected to the enterprise network.  The GIG includes any system, equipment, software, or service that meets one or more of the following criteria:


E2.7.1.  Transmits information to, receives information from, routes information among, or interchanges information among other equipment, software, and services.

E2.7.2.  Provides retention, organization, visualization, information assurance, or disposition of data, information, and/or knowledge received from or transmitted to other equipment, software, and services.


E2.7.3.  Processes data or information for use by other equipment, software, and services.
E2.8.  Information Assurance (IA).  Measures that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for the restoration of information systems by incorporating protection, detection, and reaction capabilities.

E2.9.  Information Assurance Vulnerability Alert (IAVA).  The comprehensive distribution process for notifying Combatant Commanders, Services and Agencies (C/S/A) about vulnerability alerts and countermeasures information.  The IAVA process requires C/S/A receipt acknowledgment and provides specific time parameters for implementing appropriate countermeasures depending on the criticality of the vulnerability.

E2.10.  Information Technology (IT).  Any equipment, or interconnected system or subsystem of equipment, that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information.

E2.10.1.  The term "equipment" means any equipment used by a Component directly or used by a contractor under a contract with the Component which requires the use of such equipment, or the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product.

E2.10.2. The term "IT" includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources. The term "IT" also includes National Security Systems (NSSs). It does not include any equipment that is acquired by a Federal contractor incidental to a Federal contract.

E2.10.3. This definition is from the Clinger-Cohen Act (reference (m)). 

E2.11.  Integrated Product Team (IPT).  A multifunctional team assembled around a product or service, and responsible for advising the project leader, Program Manager, or MDA on cost, schedule, and performance of that product. There are three types of IPTs: Program IPTs, Working-level IPTs, and Overarching IPTs. 

 E2.12.  Milestone Decision Authority (MDA).  The individual designated in accordance with criteria established by the USD(AT&L), or by the ASD(C3I), to approve entry of an acquisition program into the next phase of the acquisition process.

E2.13.  Mission Critical Information System.  A system that meets the definitions of "information system" and "national security system" in the Clinger-Cohen Act, the loss of which would cause the stoppage of warfighter operations or direct mission support of warfighter operations. (Note: The designation of mission critical should be made by a Component Head, a Combatant Commander, or their designee.)  A Mission Critical Information Technology System has the same meaning as a Mission Critical Information System.

E2.14.  Mission Essential Information System.  A system that meets the definition of "information system" in the Clinger-Cohen Act, that the acquiring Component Head or designee determines is basic and necessary for the accomplishment of the organizational mission. (Note: The designation of mission essential should be made by a Component Head, a Combatant Commander, or their designee.) A Mission Essential Information Technology System has the same meaning as a Mission Essential Information System.

E2.15.  National Security System (NSS).  Any telecommunications or information system operated by the U.S. Government, the function, operation, or use of which:

E2.15.1. Involves intelligence activities;

E2.15.2. Involves cryptologic activities related to national security;

E2.15.3. Involves command and control of military forces;

E2.15.4. Involves equipment that is an integral part of a weapon or weapons system; or,

E2.15.5. Subject to the limitation below, is critical to the direct fulfillment of military or intelligence missions. This does not include a system that is to be used for routine administrative and business applications (including payroll, finance, logistics, and personnel management applications).

E2.15.6. This definition is from the Clinger-Cohen Act (reference (XX)).
E2.16.  Overarching Integrated Product Team (OIPT) Leader.  The person in the Office of the Secretary of Defense who leads the Overarching Integrated Product Team and is responsible for providing an assessment of each assigned program. The OIPT Leader is not in the decision-making line of authority for programs.

E2.17.  Program Manager (PM). The individual designated in accordance with criteria established by the appropriate Component Acquisition Executive to manage an acquisition program and is appropriately certified under the provisions of the Defense Acquisition Workforce Improvement Act (DAWIA). A PM has no other command or staff responsibilities within the Component.

E2.18.  Vulnerability Analysis and Assessment.  In information operations, a systematic examination of an information system or product to determine the adequacy of security measures, identify security deficiencies, provide data from which to predict the effectiveness of proposed security measures, and confirm the adequacy of such measures after implementation.

E2.19.  Weapon System.  An item or set of items that can be used directly by warfighters to carry out combat or combat support missions to include tactical communication systems.




















	
	

	
	

	
	

	
	

	
	

	
	

	
	


	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


E3.  ENCLOSURE 3

INFORMATION ASSURANCE (IA) COMPLIANCE REQUIREMENTS 

E3.1.1.  Background.  DoDI 5000.2, Operation of the Defense Acquisition System, dated 4 January 2001 establishes a general approach for managing acquisition programs while acknowledging that every technology project and program is unique and that any particular project or program, particularly non-major programs, may not need to follow the entire process. Consistent with the DoDI 5000.2, papa 4.6.2.2, Information Superiority, forces will attain information superiority through the acquisition of systems and families of systems that are secure, interoperable, and able to communicate across a universal information technology (IT) infrastructure, such as the Global Information Grid (GIG).  In this regard, DoDD 8500.1, Information Assurance, dated 24 October 2002 and DoDDI 8500.2, Information Assurance Implementation, dated 6 February 2003 dramatically update and change the way the Department of Defense (DoD) will implement Information Assurance (IA).  DoD Directive 8500.1 provided the overarching policy and guidance foundation to IA policy within the department and, DoD Instruction 8500.2 provides the specific guidance to all DoD Components on how to implement the new IA approach.  

E3.1.2  Applicability for IA in Acquisition.   DoDI 500.2, paragraph 4.7.3.1.5, clarifies that for mission-critical, or mission essential IT systems being acquired under MDAPs and MAIS programs, the Information Assurance Strategy shall be submitted to the DoD CIO for review.  For contracts for other than MDAP or MAIS programs, the DoD CIO’s determination that the Information Assurance strategy will generally be based on the certification of the Component CIO.  However, even if a certification has been provided, the DoD CIO may conduct a more detailed review of such Information Assurance strategies. 

E.3.1.3 Acquisitions of Products and Services.   DoDI 8500.1 and .2 implement a transformation that moves DoD IA from a system-centric and documentation-based approach, to a network-centric and data or content-based approach and requires IA actions be reviewed and implemented in the initial phases of the acquisition and upgrade processes of a major Automated Information System (MAIS) or and Automated Information System (AIS). The logical flow of decision and actions for an “MAIS” or and “AIS” is displayed in the below chart.  As shown, once the decision is made concerning MAIS or AIS status, determination must then be made if it is a “Mission Critical Information System” (MCIS) or a “Mission Essential Information System” (MEIS) for compliance with IT Registry (AP7, Appendix 7) and/or with the 8500 series.  Also as shown in the below chart,  compliance with IT Registry rules and 8500 may be require for Outsourced IT-Based Process, or, if it has embedded IT or if interconnected with the GIG.

Figure E3.F1.  Information Assurance Compliance Decision Tree
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HIGH Systems processing classified information

MEDIUM Systems processing sensitive information as defined in DoDD 8500.1, 

to include any unclassified information not cleared for public release
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cleared for public release)
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E3.1.4 IA- Specific Considerations: 


E3.1.4.1. DoDI 5000.2, paragraph 4.7.3.2.3.2.1, the Milestone Decision Authority (MDA) shall not approve program initiation into any phase that requires milestone approval for an acquisition program (at any level) for a mission-critical or mission-essential IT system until the Component CIO confirms that the system is being developed in accordance with the Clinger-Cohen Act (CCA) (reference ?).  At a minimum, the Component CIO’s confirmation shall include a written description of the system to include statements clarifying that the program has an Information Assurance strategy that is consistent with DoD policies, standards, and architectures and the that the acquisition is consistent with the Global Information Grid polices and architecture to include relevant standards. In this regard, DoD Directive 8500.1, directs that IA requirements be identified and included in the design, acquisition, installation, operation, upgrade, or replacement of all DoD information systems.  DoDI 8500.2 implements this policy by establishing baseline sets of graded IA controls that specify availability, integrity and confidentiality requirements for all DoD information systems based on the system’s Mission Assurance Category (MAC) and Confidentiality requirements.  The provisions of these IA policies are mandatory for all DoD-owned or controlled information systems that receive, process, store, display or transmit DoD information, regardless of MAC, classification or sensitivity 


E3.1.4.2.  The early and seamless integration of IA into the initial design, development and testing phases of all acquisition and upgrade programs for AIS applications, outsourced IT-based processes, and platform IT interconnections is the key to successfully advancing DoD to the leading edge of those IA capabilities necessary to secure its information and information systems and assure information superiority for deployed forces.  The responsibility and need to identify and address IA requirements in acquisitions is not related to the financial scope or milestone approval decision points that are essential benchmarks in the implementation of acquisition programs under the 5000 policy series.  The requirement to address IA in an acquisition program is directly related to the nature, type and complexity of IT assets or IT processes involved in the product or service being procured or developed.  In this respect the higher the sensitivity and the greater the value of the information or information system in support of mission performance or readiness, the more demanding and stringent will be the IA measures required to assure adequate protection is afforded.  

E3.1.6.  Key Acquisition Players – Roles & Considerations:  

E3.1.6.1. The specific requirement for developing an IA Strategy and for compliance with the IA Certification and Accreditation (C&A) provisions for information systems will vary based on the type of the acquisition program, and the scope and nature of IT assets involved.  The following table (E3.T1) provides a quick reference for Acquisition Program Managers to determine what is required.

Table E3.T1. – IA and IA Strategy Requirements by Acquisition Program Type
	PMs for Acquisition Programs that are or have:
	Must Develop an IA Strategy
	Must Perform C&A under 8500 series

	No IT
	Not Required
	Not Required

	AIS
	Not Required
	Must Perform

	MAIS
	Not Required
	Must Perform

	MC/ME AIS
	Must Develop
	Must Perform

	MC/ME MAIS
	Must Develop
	Must Perform

	Outsourced Processes with no IT
	Not Required
	Not Required

	Outsourced IT-based Processes
	Not Required
	Must Perform

	Outsourced IT-based Processes that are MC/ME
	Must Develop
	Must Perform

	Products/weapons systems with embedded “Platform” IT that are or have:
	

	MC/ME
	Internal LANs
	External network connections to information systems via the GIG
	
	

	No
	No
	No
	Not Required
	Recommended*

	Yes
	No
	No
	Must Develop
	Recommended*

	Yes
	Yes
	No
	Must Develop
	Must Perform

	Yes
	Yes
	Yes
	Must Develop
	Must Perform

	No
	Yes
	No
	Not Required
	Must Perform

	No
	No
	Yes
	Not Required
	Must Perform

	No
	Yes
	Yes
	Not Required
	Must Perform

	Legend:  
  AIS = Automated Information System             MAIS = Major Automated Information System

  C&A = Certification and Accreditation           MC/ME = Mission Critical/Mission Essential

  GIG = Global Information Grid                       PM = Program/Project Manager
  IT = Information Technology

	* PMs would be prudent to comply with all DoDI 8500.2 IA control appropriate to the system


E3.1.6.2.  PMs of AIS applications are responsible for coordinating with hosting enclave(s) early in the acquisition process to address operational security risks the system may impose upon the enclave, as well as identifying all system security needs that may be more easily addressed by enclave services than by system enhancement.  The baseline IA Controls will serve as a common framework to facilitate this process.  The DAA for the enclave receiving an AIS application is responsible for incorporating the AIS application into the enclave's IA plan. The burden for ensuring and AIS application has adequate assurance is a shared responsibility of both the AIS application PM and the hosting enclave’s DAA; however, the responsibility for initiation of this negotiation process lies clearly with the PM.  PMs should, to the extent possible, draw upon the common IA capabilities that can be provided by the hosting enclave.
E3.1.6.3.  Acquisition PMs with platform IT remain ultimately responsible for the platform’s overall IA protection.  If the Platform IT has an interconnection with the GIG, the PM must identify all required assurance measures needed to ensure both the protection of the GIG, and the protection of the platform from connection risks such as unauthorized access that may be introduced from the GIG.  However, the connecting enclaves have the primary responsible for extending needed IA services (such as Identification and Authentication) to ensure an assured interconnection for both the enclave and the interconnecting platform.  Acquisition PMs retain the responsibility for addressing those IA requirements for other platform IT assets and the information they process, that are inherent to the platform’s dedicated function and that are not addressed as part of an external network interconnection with an enclave.  These IA requirements also must be addressed as early in the acquisition process as possible.  

E3.1.6.4.  Acquisition PMs for Platforms with embedded IT assets that do not interconnect with the GIG retain the responsibility to incorporate all IA protective measures necessary to assure that the availability, integrity and confidentiality of such embedded IT remains adequate to support the platform’s combat or support mission functions.  Acquisition PMs for these types of acquisition programs are responsible for complying with the 8500 series provisions if their programs involve IT assets linked by internal networks.  PMs for systems that are not connected to the GIG and that do not involved internal networks would demonstrate prudent judgment by considering and implementing the IA program provisions in DoDD 8500.1 and DoDI 8500.2, and by employing those IA controls in enclosure 4 to DoDI 8500.2 appropriate to their system to guide the design and development activities in addressing identified requirements for IA.  

E3.1.6.5.  Acquisition PMs for Outsourced IT-based Processes must comply with the IA program requirements in the 8500 policy series.  They are responsible for delivering outsourced business processes supported by private sector information systems, outsourced information technologies, or outsourced information services that present specific and unique challenges for the protection of the GIG.  The PM for an Outsourced IT-based process will need to carefully define and assess the process functions to be performed and identify the security considerations and needs that must be addressed in both the acquisition process and operations to protect the information and information systems that may be affected. 
E3.1.7.  Baseline sets of IA Controls  

E3.1.7.1.  Fundamental IA requirements for DoD information systems are established in enclosure 3 to DoDI 8500.2 in the form of two sets of graded baseline IA Controls.  Acquisition PMs are responsible for selecting the sets of baseline controls appropriate to their programs.  The baseline sets of IA controls are pre-defined based on the assessment of the MAC and confidentiality levels of the information and information systems.  IA Controls addressing availability and integrity requirements are keyed to the system’s mission assurance category (MAC) based on the importance of the information to the mission, particularly the warfighters' combat mission.  IA Controls addressing confidentiality requirements are based on the sensitivity or classification of the information on the system.  There are three MAC levels and three confidentiality levels with each level representing increasingly stringent information assurance requirements.  The three MAC levels are:

Table E3.T2.  Mission Assurance Category Levels for IA Controls

E3.1.7.2  The other major component in forming the baseline set of IA controls for every information system is determined by selecting the appropriate Confidentiality level based on the sensitivity of the information associated the information system.  DoD has defined three levels of confidentiality:

Table E3.T3.  Confidentiality Levels for IA Controls
E3.1.7.3.  The specific set of baseline IA controls that the PM must address is formed by combining the lists of controls in the appropriate enclosure 4 attachments (shown in the last column of the below chart) that are based on the specific MAC and Confidentiality Levels selected.  The chart below illustrates the combinations that are possible.

Table E3.T4.  Determining Baseline IA Controls

E3.1.7.4.  There are a total of 157 controls from which the baseline sets are formed.  Each IA Control describes an objective IA condition achieved through the application of specific safeguards, or through the regulation of specific activities. The objective condition is testable, compliance is measurable, and the activities required to achieve the objective condition for every IA Control are assignable, and thus accountable.  The IA controls specifically address availability, integrity and confidentiality requirements, but also take into consideration the requirements for non-repudiation and authentication.  The use of controls to address IA requirements is in accordance with OMB A-130 and compliance with the baseline set of IA controls will be monitored and reported throughout the life cycle of the DoD information system.  

E3.1.7.5.  It is very important that due diligence be exercised in the establishment of the MAC level of an information system.  The baseline set of IA controls for availability and integrity are purposefully graded to become increasingly stringent for the higher MAC levels.  The resourcing costs to achieve compliance with the baseline IA controls at the higher MAC levels can be very significant as befits information and information systems on which a warfighter’s mission readiness or operational success depends.  The IA controls also become increasingly stringent or robust at the higher Confidentiality levels.  An IA Control may:

E3.1.7.5.1.  Have 3 grade levels with a separate requirement for a each MAC or Confidentiality level

E3.1.7.5.2.  Have 2 grade levels with one of those levels addressing two MACs or Confidentiality levels 

E3.1.7.5.3.  Consist of a single grade level with common requirements for all MACs or Confidentiality levels. 

E3.1.7.6.  IA controls are assigned to an IA Service Area based on the predominant impact of its requirement(s) on the availability, integrity or confidentiality of an information system.  Each IA control is also grouped into one of 8 general subject areas, and has a unique name and number formed as indicated in the chart below:

Figure E3.F2.  IA Control Subject Areas and Name Format





































































E4.  ENCLOSURE 4

INFORMATION ASSURANCE STRATEGY

 PREPARATION GUIDE AND FORMAT TEMPLATE .
General Guidance.
1. The Information Assurance Strategy serves several purposes. It helps the program office organize and coordinate its approach to identifying and satisfying information assurance requirements.  Appropriately constructed, it also provides guidance to future program planning and execution activities.  Finally, when reviewed by ASD(C3I)(CIO), the Information Assurance Strategy satisfies an important statutory mandate.  

2. The Information Assurance Strategy should be a stand-alone document.  Although other key documents can be referenced within the Information Assurance Strategy to identify supplemental or supporting information, the Information Assurance Strategy must contain sufficient internal content to clearly communicate the strategy to the reader.   If a Single Acquisition Master Plan (SAMP) is employed by the program to consolidate acquisition documentation, the Information Assurance Strategy should be included as a separate section of the document.
3. Ideally, a Working-level Integrated Product Team (WIPT) should support the development of the Information Assurance Strategy.  The WIPT should consist of subject matter experts familiar with the system being acquired, the intended use of the system, and the operational and system architectures within which the system will function.  As the operational and system architectures mature, the WIPT should include consultations with the principal systems with which the system being acquired will interface.

4. Configuration control of the Information Assurance Strategy must be maintained with respect to the program requirements documents (Initial Capabilities Document (ICD), ORD, et al) and the C4I Support Plan (C4ISP).  The C4ISP documents the C4ISR and IT, including NSS, support needed to respond to program requirements by describing and evaluating the C4ISR information, infrastructure, and other IT, including NSS, interfaces that the acquisition program needs during development, testing, training, and operation.  If the governing requirements documents or C4ISP is updated, the Information Assurance Strategy must be validated or updated accordingly.

5. The template at Attachment 1 was designed to provide program managers with sufficient guidance to construct an IA strategy document that will satisfy statutory review requirements with a minimum of prescribed structure.   The specific content and degree of elaboration that is appropriate for inclusion within the template will be directly related to several factors, including:

a. Current acquisition life cycle stage.   Strategies for programs that are early in the acquisition life cycle will be necessarily at a higher level and less definitive than more mature program strategies.  The level of detail in an Information Assurance Strategy will increase as an acquisition program proceeds from program initiation to Milestone C, and to follow-on blocks of an evolutionary acquisition.  At program initiation, an Information Assurance Strategy is not expected to contain all of the information about initial operating capabilities or future system interfaces that will be available at Milestone B or at the full-rate production decision point.  Requirements, employment concepts, and architectures for both the system being acquired, and the systems with which it interfaces, will evolve and mature throughout the acquisition life cycle. As the program matures, the IA strategy should also evolve.  The strategy should be fully mature when submitted to pre-Milestone B review.  The strategy should be maintained with revisions as required through Milestone C review and approval.

b. Extent of system/network interaction.  Systems with a high degree of system-to-system information exchange, or systems connected to the Global Information Grid (GIG) will require more comprehensive discussions of IA considerations related to their environment. 

c. System Designation and Classification.  Mission Critical systems processing highly classified data will necessarily require more comprehensive strategies than administrative AIS processing unclassified data.

d. Developmental vs COTS/NDI.  Programs acquiring new systems development will require more robust treatment of the identification, design, systems engineering and testing of IA requirements that non-developmental programs.  However, IA strategies for the acquisition of COTS/NDI systems must also address the approach employed to ensure that the COTS/NDI product meets IA requirements.

e. Evolutionary Acquisitions.  Programs employing spiral or incremental development must take care to differentiate the identification and satisfaction of IA requirements, C&A activities, and milestone reviews for each spiral/increment planned.

f. Special Circumstances.  In the following specific cases, Information Assurance Strategy content is limited as noted, in consideration of the unique characteristics of these acquisition programs:

i. Family of Systems (FoS) or System of Systems (SoS) Acquisition Programs.  The Information Assurance Strategy for these programs should be written at a capstone level, focusing on the integration of IA requirements and controls, coordination of SSAA boundaries, and ensuring IA resourcing for subordinate systems.  

ii. Platform IT with GIG Interconnection.  The Information Assurance Strategy need only address IA protection for the interconnection point. As discussed in enclosure 3, although not required, PMs responsible for this type of acquisitions would demonstrate prudent judgment by considering and implementing the IA program provisions in DoDD 8500.1 and DoDI 8500.2.
iii. Platform IT with no GIG Interconnection.  The requirement for an Information Assurance Strategy can be satisfied by the following statement in the program’s Clinger Cohen Act compliance matrix:  “Platform IT will not be connected to the GIG.”  As discussed in enclosure 3, although not required, PMs responsible for this type of acquisitions would demonstrate prudent judgment by considering and implementing the IA program provisions in DoDD 8500.1 and DoDI 8500.2.  
6. All acquisition programs requiring the development of an Information Assurance Strategy per enclosure 3 shall submit the Information Assurance Strategy for review in accordance with the following table, which is based on submission requirements detailed in reference (c):
CHART E4.1
INFORMATION ASSURANCE STRATEGY REVIEW REQUIREMENTS

Sufficient time must be allowed for Information Assurance Strategy preparation or update, Component CIO review and approval, and DoD CIO review prior to applicable milestone decisions or contract awards.  
7. Questions or recommendations concerning the Information Assurance Strategy Template should be directed to the Defense-wide Information Assurance Program Office (OASD(C3I)-DIAP).

Attachments – 1

A1.  Information Assurance Strategy Format Template

A1.  Attachment 1
INFORMATION ASSURANCE STRATEGY FORMAT TEMPLATE
 

(PROGRAM NAME)

1. Program Category and Life Cycle Status:  Identify the Acquisition Category (ACAT) of the program.  Identify current acquisition life cycle phase and next milestone decision.

2. System Designation/Classification:  Identify whether the system has been designated (by Component or Joint Lead) as  “Mission Critical”, “Mission Essential”, or “Administrative” in accordance with Clinger-Cohen Act.  Identify the highest classification of data processed.

3. System Description:  Provide a high-level overview of the specific system being acquired.  Provide a graphic (block diagram) that shows the major elements/subsystems that make up the system being acquired, and how they fit together.  For a weapon system, describe the primary IT interfaces, including National Security Systems (NSS), to elements outside the weapon system platform.  For automated information systems, describe the system’s function, information exchange requirements (IER), interfaces with other IT or systems, and primary databases supported.  If this is a Joint Program, identify the major Components that will interface with the system.

4. Threat Assessment:  Describe the methodology used to determine threats to the system, and whether the IT was included in the overall weapon system assessment.  In the case of an AIS, describe whether there were specific threats unique to this system’s IT resources due to mission or area of proposed operation.  At a minimum, state whether DIA’s generic IT threat database and DISA’s Vulnerability Management (VM) database were used as a basis for determining security requirements.

5. Risk Assessment:  Describe the program’s planned regimen of risk assessments, including a summary of how any completed risk assessments were conducted, and whether user representatives approved the assessment and mitigation approaches as part of the SSAA coordination process.  For software-intensive systems where system code development offshore is a possible sourcing option, describe how risk was assessed.  Discuss the program’s methodology for incorporating/distributing new protection profiles into the system design to counter evolving threats or newly discovered vulnerabilities as the program progresses through the acquisition processes.

6. Information Assurance Requirements:  Describe the program’s methodology used for identifying IA requirements early in the program lifecycle.  Specify whether IA requirements are linked to the approved governing requirements documents (e.g. Mission Needs Statement (MNS), Capstone Requirements Document (CRD), Operational Requirements Document (ORD), Initial Capabilities Document (ICD)).  Describe how program IA requirements are linked to an approved, validated, up-to-date System Threat Assessment.  Describe how IA requirements implementation costs (including costs associated with certification and accreditation activities) are included and visible in the overall program budget.  Describe how technical, schedule, cost, and funding issues associated with satisfying information assurance requirements are identified and incorporated into a plan to resolve them.

7. Acquisition Strategy:  Provide a summary of how information assurance is addressed in the program’s overall acquisition strategy document.  Describe how the RFP for the System Development and Demonstration Phase contract was, or will be, constructed to include IA requirements in both the operational and system performance specifications, and integrated into the system design, engineering, and testing requirements.  In addition, describe how the RFP communicates the requirement for personnel that are trained in IA. Address whether the program will be purchasing COTS IA or IA-Enabled products, and the program’s means for verifying that the mandates of DoDD 8500.1, reference (a), will be followed.  
8. DITSCAP System Security Authorization Agreement (SSAA):  Provide a timeline describing the target completion dates for each phase of certification and accreditation in accordance with DoD 8510.1-M, reference (XX),.  If applicable, identify the latest phase completed, and whether an Authority to Operate (ATO) or Interim Authority to Operate (IATO) was issued.  Provide the name and organization of the Designated Approving Authority (DAA), Certification Authority (CA), and Components that were User Representative signatories for systems interfacing with other Components.  If the program is pursuing an evolutionary acquisition approach (spiral or incremental development), fully describe how each increment will be subjected to the certification and accreditation process.   

9. IA Testing:  Discuss how IA testing has been integrated into the Test & Evaluation Master Plan (TEMP) coordination/review cycle.  Describe the correlation with DITSCAP testing schedules.

10. IA Shortfalls:  Discuss the impact of any known IA shortfall on the applicable phase(s) of the system life cycle, and the proposed solution and/or mitigation strategy.  Specify the impact of failure to resolve the shortfalls in terms of program resources and schedule, inability to achieve threshold performance, and system or war fighter vulnerability.  If the solution to an identified shortfall lies outside the control of the program office, provide a recommendation identifying the organization with the responsibility and authority to address the shortfall.  If applicable, identify any Acquisition Decision Memoranda that cite IA issues. 

11. Program Protection Plan (PPP):  Per DoD 5200.39, reference (x), describe whether the system contains Critical Program Information, and if so, whether a PPP has been prepared and completed.

12. Policy/Directives.   List the primary policy guidance employed by the program in preparing and executing the IA strategy, including any Component, MAJCOM/SYSCOM, or program-specific guidance, as applicable.  The Information Assurance Support Environment (IASE) web site provides an actively maintained list of relevant statutory, Federal/DoD regulatory, and DoD guidance that may be applicable.  The list is available at http://iase.disa.mil/policy.html.

13. Relevant Associated Program Documents:  Provide statement that this version of the IA Strategy is reflective of the Program CRD/ORD/ICD dated _________, and the Program C4I Support Plan (C4ISP) dated ________.  [Note:  subsequent revisions to the requirements documents or C4ISP will require a subsequent revision or validation of the IA Strategy]

14. Point of Contact:  Provide the name and contact information for the program office individual responsible for the IA Strategy Document.

Submitted.

  _____________
___________________________





Date

       (Program Manager)

Coordinated.

  _____________
___________________________

(as required)


Date

(Interfacing Component Representative)

Coordinated.

  _____________
___________________________

(as required)


Date

(Interfacing Component Representative)

Approved.

  _____________
___________________________





Date

           (Component CIO)

Department of Defense 
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IA Requirements 





Control Subject Area: Enclave and 


               Computing Environment 


Control Name:  Encryption for Confidentiality


                           (Data in Transit) 


Control Text:  Unclassified, sensitive data transmitted through a commercial or wireless network are encrypted using NIST-certified cryptography. 


Control Number:  ECCT-1
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  Acquisitions of systems with complex, embedded IT involving internal networks must comply with the IA requirements of the 8500 series to ensure adequate assurance of embedded IT assets, even if no external interconnection with the GIG is present.  Compliance with the 8500 series is recommended for all other systems with embedded IT assets even if no external interconnection with the GIG is present
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Control Name:  Encryption for Confidentiality
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Control Text:  Unclassified, sensitive data transmitted through a commercial or wireless network are encrypted using NIST-certified cryptography. 


Control Number:  ECCT-1
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