Risk-balance Oversight

Updated 21 June 2003 by Leonard Sadauskas

A. Background

A DoD Information Technology (IT) Acquisition Management Transformation Rapid Improvement Team (RIT) was sponsored by the DoD CIO, USD(AT&L), USD(C) and VCJCS for the purpose of reducing the cycle time to deliver mission effective and mission capable IT systems to the warfighter.  The goal was to reduce the cycle time to 18 moths or less in order to acquire and field capabilities inside the innovation cycle time of both the IT industry and the enemy. The definition of the IT cycle time addressed by the RIT is the time between the signing of the operational requirements document (ORD) and delivery of meaningful functionality to the user.  

The RIT fulfilled its charter in December 2001 by formulating 16 recommendations for evaluation by a RIT Pilot. See Appendix 2.  A RIT Pilot was chartered by a joint DoD CIO/USD(AT&L) memorandum of 21 December 2001 that designated 12 automated information systems to employ applicable recommendations under a controlled acquisition environment.  The pilot started in January 2002 and will end in December 2004. A RIT Pilot Team under the leadership of Mr. John Laychus is charged with execution of the Pilot.  The RIT Pilot Team consists of representation from each sponsor and participating Components. 

B. Concept of Risk-balanced Oversight (RBO)

One element of the RIT Pilot controlled environment is the removal of all pilots from Office of the Secretary of Defense (OSD) oversight.  The working hypothesis was that OSD oversight was one of the contributors to increased cycle time.  Therefore, to test this hypothesis, Milestone decision authority for all of the Pilot programs was set at the Component level.  Furthermore, The level of insight and oversight to be applied to each Pilot is to be determined by assessing the level of aggregate risk associated with a given IT investment and balancing the risk against the capability of the acquisition organization to manage the risk.  To the extent that a program management office (PMO) may be lacking in capability to manage the assessed risk, the Milestone Decision Authority would supplement that capability, provide additional coaching, or direct the acquisition to a fully capable PMO.  This concept is referred to as risk-balanced oversight (RBO). 

A general model of risk-balanced oversight is depicted in Figure 1.  The level of insight or oversight is the dependent variable determined by the intersection of the PEO/PMO acquisition capability and the level of aggregated risk (probability of occurrence multiplied by its consequence) assessed to the investment.  High risk matched with low capability requires close attention by the PEO and CIO.  Conversely, low risks matched with a high capability require minimal supervision and oversight/insight.  Hence the need for a measure of PEO/PMO acquisition capability.  The “Special” risk category recognizes that models of either risk or capability are not all-inclusive and therefore need tailored handling.
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Figure 1. Generalized Risk-balanced Oversight Model

C. Motivation for Software Acquisition Process Improvement

The Department of Defense has a history of RITs, commissions and studies tasked with the improvement of the acquisition process.  Their purpose varies with the environmental forcing functions of the times.  Whereas now the cycle time is important because the enemy has access to the products of an IT industry that has a shorter cycle time than the DoD acquisition cycle time, twenty-five years ago, cycle time was important because of the additional cost of time due to double digit inflation.  

One of the studies on the reduction of the acquisition cycle, was conducted by the Defense Science Board (DSB) Task Force on “Transition from Development to Production”. This 1980’s study was chaired by W.J. Willoughby, Jr. and resulted in the still active risk management templates of DoD 4245.7-M
.  The DSB concluded that past efforts to shorten the acquisition process were failures.  They failed, according to the author because they focused on administrative procedures, e.g. changes to the 5000 series of directives, rather than the root cause of the lengthening acquisition process: the lack of technical discipline.  Hence improving the technical discipline of an organization suggests a correlation with a reduction in acquisition cycle time.  

The RIT Pilot interpretation of the DSB finding is that both the PMO and the contractor must achieve and maintain an adequate level of technical discipline if we are to realize the desired reduction in the time it takes to provide a needed capability to the warfighter.  The Congress has reinforced this conclusion in Section 804 of the FY 2003 Defense Authorization Act by requiring the Secretary of each military department to establish a program to improve their software acquisition processes.  Section 804 also requires that the criteria for source selection include considerations of past performance and maturity of the software products.  A 21 March 2003 Memoranda signed out by ASD(C3I) and USD(AT&L) implements Section 804.
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� DoD 4245.7-M.  Transition from Development to Production, Assistant Secretary of Defense Acquisition and Logistics.  September 1985, revised January 1989.  � HYPERLINK http://www.dtic.mil/whs/directives/corres/html/42457m.htm ��http://www.dtic.mil/whs/directives/corres/html/42457m.htm�
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