
Top 12 IT Acquisition Competencies

Note:  This document defines an IT acquisition in accordance with the Clinger Cohen Act and DoD 5000 series.  This includes Automated Information Systems (AIS), National Security Systems (NSS) including embedded weapon systems, commercial-off-the-shelf (COTS) systems, COTS component systems, enterprise support systems, systems for the desktop environment, and back-office systems.

1)
Policies, Laws, Regulations 

Knowledge of laws, policies, regulations, directives and guidance impacting DoD IT acquisitions, including DoD and service-specific IT acquisitions.

Level 1 – Describe laws, policies, regulations, directives and guidance impacting DoD IT acquisitions.

Level 2 – Apply laws, policies regulations, directives and guidance impacting DoD IT acquisitions to an IT acquisition program.

Level 3 – Interpret and assess the impact of laws, policies and regulations on DoD IT acquisitions.  Make recommendations regarding program–specific implementations, and provide feedback on policies to relevant authorities.

Examples:  Includes (among many) Government Performance and Results Act (GPRA), Clinger Cohen Act (CCA), Paperwork Reduction Act (PRA), Federal Acquisition Regulations, OMB Circular A-130, DoD 5000 series, DoDD 8000 series, NSTISSP 11, etc.

2)
IT-related Project/Program Management 

Knowledge of the methods, principles, or tools for managing and overseeing projects and resources, including acquisition and procurement management, earned value management business analysis, and performance evaluation measures.  

Knowledge and techniques to identify risks and develop and execute contingency plans.

Knowledge of processes, tools, and techniques for managing organizations, such as change management, team building, process assessment, achieving organizational buy-in, role and responsibility charting, and training.

Level 1 – Identify and be able to explain project/program management techniques.

Level 2 – Apply concepts and principles of project/program management to a large-scale project.

Level 3 – Assess and evaluate the use of project/program management tools and methodologies in a program. 

Examples:
Cost/schedule/performance risk mitigation strategies; disaster recovery; forming and focussing a team around project/program goals; allocating/managing use of resources; involving and getting “buy in” from stakeholders, earned value management, integrated product and process development (IPPD) etc.

3)
IT Enterprise Architecture

Knowledge of the use of the architecture to explicitly describe the relationships of the business processes and the information systems that implement the business processes.

Knowledge of the architectural relationship between the weapons systems and their embedded information technology.

Knowledge of the application of the DoD (C4ISR) Framework to structure the development of an architecture in support of DoD investments/acquisitions.

Knowledge of the Joint Technical Architecture (JTA) and the Common Operating Environment (COE).

Knowledge of the DoD enterprise architecture (the Global Information Grid - GIG) including the operational, systems, and technical views and how it impacts program and project acquisition efforts.

Level 1 – Identify and describe basic concepts of enterprise architecture as they relate to program/project management, system development, and interoperability.

Level 2 – Apply concepts and principles to program/project management, system development, and interoperability.

Level 3 – Assess and evaluate the use of enterprise architecture in program/project management, system development, and interoperability and defend its role as a critical management tool.

Examples:
Global Information Grid; Federal Information Processing Standards; JTA Standards (commercial, information processing, transfer, content, format, and security); COE Standards; C4ISP; Commercial Standards, etc.

4) IT Acquisition Strategies 

Knowledge ofproven IT acquisition strategies.

Level 1 – Describe current and emerging IT acquisition strategies.

Level 2 – Apply current and emerging IT acquisition strategies.

Level 3 – Evaluate the applicability of current and emerging IT acquisition strategies.

Examples:
evolutionary acquisition, spiral development, contract incentives etc.

5)
Best Business Practices 

Knowledge of business process methods, measurements, tools, and techniques (e.g. baselining, benchmarking, etc.),  translating improved business process rules and methods to system designs, and planning a transition to that improved process.

Level 1 – Explain applicable business best practices (e.g. Business Process Reengineering), processes, tools and strategies.

Level 2 – Apply best business practices, processes, capabilities, concepts and methodologies in a variety of project settings to support IT acquisitions.

Level 3 – Evaluate the use of best practice strategies in an organizational setting, be able to identify alignment to strategic goals, and evaluate change management implications.

Examples:  process analysis, benchmarking, FIPT’s, change management strategies, architecture first, metrics-based management, etc.

6)
IT-related Performance Measures and Quality Management 

A)
Knowledge of performance measurement principles, methods, and tools; includes ability to develop measures, link measures to strategic goals, assess the usefulness of measures in assessing a program/project, develop systems for tracking measures and assessing product performance and process capabilities.

Level 1 – Explain the types and uses of measures in an acquisition that includes information technology.

Level 2 – Interpret and apply appropriate measures, and assess the resulting data to support PM decisions for the appropriate phase of an IT acquisition.

Level 3 – Devise an effective measurement process, aligned with a program’s needs, for an IT acquisition.  This includes developing methods, devising an efficient data collection process, and evaluating the data to determine if program requirements are being met.

Examples:  mission area management (includes organizational goals and objectives); program measures to include program goals in the form of objectives; software metrics; technical performance measures, etc.

B)
Knowledge of principles, methods, and tools of quality assurance; includes translating functional requirements into technical requirements

Level 1 – Identify requirements, methods, and techniques for quality assurance during the system life cycle.

Level 2 – Apply quality assurance methods and techniques during all phases of life cycle.  Explain how documentation, reports, and test results contribute to quality assurance. 

Level 3 – Evaluate the progress of the system as it relates to quality assurance measurements and initiate changes as required.

Examples:
Capability maturity models, ISO 9000, software verification and validation, inspections, etc.

7)
Capital Planning and Investment Control (CPIC)

Knowledge of CPIC (including requirements of CCA, OMB A-11, OMB A-130 and PPBS) and how it impacts budget, financial and program management decisions.  This includes the “select, control, evaluate” process, business case analysis, and their integration with the current PPBS.

Level 1 – Explain the legal and regulatory mandates of CPIC and the related processes for IT acquisitions.

Level 2 – Apply CPIC processes and mandates across the life cycle of an IT acquisition.

Level 3 – Assess the impact of CPIC processes and mandates on IT acquisitions and determine ways to improve their effectiveness.

Examples:  CCA, OMB Circulars A-11 and A-130, selection criteria; return on investment analysis; cost, risk, and schedule management; post-implementation review, cost as an independent variable, acquisition strategies, etc.

8)
Acquisition Planning, Solicitation and Administration

Knowledge of acquiring IT products and services, develop estimates, statements of work SOW and associated documents. Developing evaluation criteria, evaluation proposals. Serving as the contracting officer’s representative (COR).

Level 1 – Describe acquisition methods and explain the role of the IT acquisition professional in the pre-solicitation, solicitation, award, and post award process.

Level 2 – Participate in the acquisition process by preparing relevant documents, for pre-award, award and post-award, and/or serving on the technical evaluation team.  Participate in the administration of a contract.

Level 3 – Evaluates IT solicitation documentation, develops evaluation criteria, conduct and leads evaluation of proposals and capabilities of suppliers to deliver products and services; participates on panels and/or serves as COR.

Examples:
terms and conditions, instructions, evaluation factors of award, data requirements, etc.

9)
IT Systems Engineering

Knowledge of requirements determination, architecture and type of software, hardware, system design, best design practices, data, computers, networks, (including LANS, WANS, and telecommunication systems) and information technology contained in and part of other systems such as weapons systems their components and associated protocols and standards, and how they operate with one another and with associated controlling software.

Knowledge of software development, including methodology, software process improvement, and tools; requirements analysis; the software life cycle; software reusability; and software reliability metrics.

Knowledge of software-intensive systems development including requirements management, design methods, hardware and software implementation, software integration, systems integration, and testing.

Knowledge of processes such as planning, specifying, designing, integrating, implementing, verifying, and managing an IT system and information resources.

Knowledge of Human/Machine Interface (HMI) requirements and impacts on the design and functionality of hardware, software and systems.

Level 1 – Define IT systems and software engineering terms, concepts, and methodologies.

Level 2 – Apply systems and software engineering practices and processes in a particular system.

Level 3 – Evaluate the applicability of systems and software engineering methodologies and processes.

Examples:
Life-cycle models; object oriented methodologies; design and development paradigms; capability assessment tools; network architectures; configuration management; distributed computing environment, etc.

10)
Information Assurance (IA)

Knowledge of Information Assurance concepts, directives, practices/processes (including certification, accreditation and planning processes) and tools for protecting the information infrastructure.

Level 1 – Explain IA policies, processes, planning, tools, and methodologies

Level 2 – Apply IA policies, planning, processes, tools, and methodologies to an IT acquisition.  This includes threat assessment, security analysis of IT architectures, continuity of operations, and selection of countermeasures and mitigation strategies.

Level 3 – Evaluate an acquisition’s IA plans for adequacy and effectiveness of security measures, continuity of operations, and ability to be certified and accredited, and make suggestions for systemic improvements as necessary.

Examples:
encryption, authentication, Public Key Infrastructure, major IA policy documents, including (among others): DoD CIO G&PM No. 6-8510, DoD GIG IA, 16 June, 2000; ASD (C3I) Memo, DoD Public Key Infrastructure, 12 August 2000; ASD (C3I) Memo, Policy Guidance for Use of Mobile Code Technologies in DoD Information Systems; DoD Instruction, DoD Information Technology and Accreditation Process (DITSCAP); and NSTISSI No. 2000, National Information Assurance Certification and Accreditation Process (NIACAP) April 2000; Common Criteria (ISO 15408), DoD 5000 and 8000 series, NSTISSP #11, National Information Assurance Acquisition Policy, January 2000, etc.

11)
IT-Related Technologies  

Knowledge of the technical and business applications of the Internet and the World Wide Web, to include E-Government.

Knowledge of Information Technology capabilities and limitations 

Level 1:  Explain at least two information technologies relative to DoD systems development

Level 2:  Recommend appropriate technical choices from among current information technologies for inclusion in IT systems, understanding the current trends in the principal technologies.

Level 3:  Analyze the recommendations for information technology and select an information technology solution, considering program influences.  Analyze issues and develop strategies for technology insertion.

Examples:
operational environment, computing platforms, electronics systems technologies, networking, middleware, software development technologies, human-computer interaction, modeling and simulation, leading edge, electronic commerce, artificial intelligence, etc.

12)
System Test and Evaluation and Software Verification and Validation

Knowledge of principles, methods, and tools for verifying and validating technical, functional, and performance characteristics (including interoperability) of systems and elements of systems incorporating IT. Reflect an understanding of changes in the operational environment, and assist in identifying potential changes in requirements.

Level 1 – Describe critical verification and validation processes, practices and tools, and describe the lifecycle support role of V&V and T&E professionals.

Level 2 – Prepare portions of plans relative to the V&V and T&E of an IT system, including participation in the review of requirements for testability.

Level 3 – Evaluate the V&V and T&E processes of large-scale IT acquisition programs.

Examples:  software and systems evaluation criteria, systems and software development models, software verification and validation, developmental and operational T&E etc.

