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Front page…the Frequently Ask Questions at the bottom (which I think should be moved to the appropriate sections) 

Q : What is risk? [#1] 
A : There is debate on the definition of risk and whether risk can be good or bad. DoD has an accepted definition and then there are definitions used throughout industry. For example, the Program Management Institute (PMI) views risk as an "opportunity." 
You can formally accept whichever definition you choose but you need to be aware of terminology others may refer to when discussing risk. Several accepted definitions are shown below:
Taken from the DSMC Risk Management Guide book:
Risk (Risk Event) is a measure of the potential inability to achieve overall program objectives within defined cost, schedule, and technical constraints and has two components:
(1) the probability/likelihood of failing to achieve a particular outcome and 
(2) the consequences/impacts of failing to achieve that outcome. The relationship between these two components of risk - probability and consequence is complex. Risks associated with an event should be characterized in terms of these two components.
PMBOK definition of Risk: An uncertain event or condition that, if it occurs, has a positive or negative effect on a project's objectives. Risk has a cause and, if it occurs, a consequence. Project risk includes both threats to the project's objectives and opportunities to improve on those objectives. 




Q : What is Risk Management? [#2] 
A : Risk Management is the act or practice of dealing with risk. It includes planning for risk, assessing (identifying and analyzing) risk areas, developing risk-handling options, monitoring risks to determine how risks have changed, and documenting the overall risk management program. It also includes management of opportunities made available by taking risks.

Risk Management is concerned with the outcome of future events, whose exact outcome is unknown, and with how to deal with these uncertainties, i.e., a range of possible outcomes. These outcomes are generally categorized as favorable (opportunities) or unfavorable (risks). In summary, Risk Management is the art and science of planning, assessing, and handling future events to ensure favorable outcomes. 



Q : Why do we need to manage risk? [#3] 
A : Risk management is a planned and structured process, included in the program acquisition strategy, to plan for potential future problems not just current problems. Explicit attention is paid to technical risks, but cost and schedule risk must be considered as well. All aspects of the risk management program is documented, recorded and maintained. 

Risk assessments are made throughout the acquisition process, risk-handling activities are continually evaluated and changed if necessary, and critical risk areas are always monitored. 



Q : How do you develop a capable risk management process? [#4] 
A : An effective and successful risk management process requires involvement from the entire program team as well as outside experts in the field of risk management. The DoD Risk Management Guide lists the following characteristics of a successful risk management program:

1. Feasible, stable, and well-understood user requirements and threat

2. A close relationship with user, industry, and other appropriate participants

3. A planned and structured risk management process, integral to the acquisition process

4. An acquisition strategy consistent with risk level and risk-handling strategies

5. Continual reassessment of program and associated risks

6. A defined set of success criteria for all cost, schedule, and performance elements, e.g., Acquisition Baseline (APB) thresholds

7. Metrics to monitor effectiveness of risk-handling strategies

8. Effective Test and Evaluation Program

9. Formal documentation

For an industry perspective, SEI has established seven principles that provide a framework for accomplishing effective risk management. This list can be accessed via the world wide web at:

http://www.sei.cmu.edu/programs/sepm/risk/Risk_General/principles.html 



Q : How do I distinguish the difference between a risk, an issue, a problem and an assumption? [#5] 
A : In discussing risk in Project Management you will often find a discrepancy between the definitions of risk as it is understood in industry and in the Department of Defense. This also applies to the understanding of what constitutes an issue, a problem and an assumption in regard to risk management.

Department of Defense View: 

  Risk is a measure of the potential inability to achieve overall program objectives within the defined cost, schedule and technical constraints.

There are two components associated with risk: 
- The probability or likelihood of failing to achieve a particular outcome
- The consequences or impacts of failing to achieve that outcome

  An issue is midlevel between a risk and a problem. 

  A risk is identified as a potential problem and should be monitored throughout the life of the program. Once the risk is shown to increase in its risk rating it becomes an issue and special action or management attention may be required to keep the issue from becoming a problem.

  A problem is a defined risk that has progressed throughout the program and is now capable of impairing the overall program objectives. If the risk has been defined, monitored, and adjusted throughout the program then there should be a mitigation plan in place for handling the risk once it becomes a problem. Action taken against the problem becomes high priority until the problem is solved. 

  An assumption is a statement accepted or supposed true without proof or demonstration. Assumptions are made when there are elements that reach beyond the scope of your project and that are not within your control. You must assume that these elements will be taken care of so that you can proceed with your program mission and goals. 

Industry View: (As outlined in the PMBOK)

  Risk is a potential condition or event that could have either a positive or negative effect on a project’s objectives if it occurs.

  Issues in industry are called triggers, risk symptoms, or warning signs. Triggers indicate when a risk has or is about to occur. 

  An assumption in industry is a factor that is considered to be true or real for planning purposes. Assumptions are commonly identified, documented and validated within the companies planning process and they generally involve some degree of risk. 



Q : How can I gain awareness of newly emerging risk events? [#6] 
A : There is no specific methodology or process associated with gaining awareness of newly emerging risk events. The best approach to take is grounded in experience from previous programs in conjunction with the guidance of Subject Matter Experts (SMEs). Looking at previous programs and reviewing unexpected emerging risks that they encountered can help raise your awareness of such risks potentially surfacing within your project. With the assistance of SMEs, you can work to identify potential emerging risk events throughout your projects lifetime.

Newly emerging risk events can be discovered through any of the following, as well:

o Testing and Evaluating technical systems
o “Walk Around Management” – program managers and IPT leads should continually walk around the workspace making observations and asking team members questions regarding the status of their work in order to gather an accurate and well rounded understanding of where the program is progressing.
o Keeping your hand on the pulse of the program. 



Q : What can you do to ensure the success of your risk management process? [#7] 
A : It is recommended that the personnel involved with risk management follow these guidelines to achieve success in their risk management program:

  Assess program risks and develop strategies to manage these risks throughout each acquisition phase>o Early identification and management of design parameters that affect cost, capability, or readinesso Use technology demonstrations / modeling / simulation and aggressive prototyping to reduce risk.

  Use test and evaluation as a means of quantifying the results of the risk-handling processo Include industry and user participation in risk managemento Use Developmental Test and Evaluation (DT&E) and early operational assessment when appropriateo Establish a series of “risk assessment reviews” to evaluate the effectiveness of risk handling against clearly defined success criteriao Establish the means and format to communicate risk information and to train participants in risk managemento Prepare an assessment training package for members of the program office and others, as needed.

  Acquire approval of accepted risks at the appropriate decision level. 



Q : What is cost risk? [#8] 
A : Cost risk is the risk associated with the ability of the program to achieve its life-cycle cost objectives. Two primary risk areas that may effect cost are:
(1) inaccurate or unreasonable cost estimates and objectives and, 

(2) the failure in the program execution in meeting the cost objectives. 

Two elements essential to successful cost risk management are:

Cost Estimating: A cost estimate is the expected dollar cost required to perform a task or to acquire an item within a program. Estimating, evaluating, and documenting program resource requirements from the concept exploration phase through the operations & support phase and evaluating cost-related data determine the expected cost. 

Cost Risk Analysis: A cost risk analysis uses results from previous assessments of WBS elements and cost probability distributions for each element. Each WBS element is aggregated using a Monte Carlo Simulation to obtain a program level probability distribution. These results are then used to determine the actual risk of cost overruns and to identify risk drivers. Cost risk analysis is the prediction of likely rises in costs due to unforeseen schedule, technical or programmatic problems. 

The two most common approaches are 1) the Expert-Opinion-Based Method, which relies on experts to develop it’s predictions, often using least, most likely and highest values for parameters or costs, which are then transformed into assumed probability distributions or, 2) the Historical Method, which relies on past programs to develop probability distributions.

Both methods typically use Monte Carlo simulation to develop roll-up and total cost distributions. Note that “cost risk” is a term often used for the total of cost estimating risk and schedule and technical risk. 



Q: What role does cost risk play in the overall risk management of the program? [#9] 
A: Cost risk plays an essential role in risk management. Accurate budgeting and funding are imperative to the continuation of a program. Estimating your program costs and identifying cost risks within the program can help you to stay within budget or anticipate increased costs. This knowledge proves useful when estimating the cost associated with continuation of the program or identifying future budget requirements. 



Q: What is schedule risk? [#10] 
A: Schedule risk is the likelihood of failing to meet schedule plans and the effect of that failure.

Risks are inherent in all aspects of a program and the program schedule is not exempt. Uncertainty exists in every schedule. It is impossible to predict, with complete confidence, the length of time necessary to complete an activity, meet a milestone, or deliver a system. 

If the schedule is produced early in the program, then there is not enough information available to accurately develop a schedule. In this case, schedule planners must rely on their own, personal experience as well as advice from experts. Schedules that are developed in later phases of the program will be based on more information and analysis, but will still lack complete certainty; hence the potential for schedule risk. 


Planning page

	
	Risk planning occurs during the Concept Exploration Phase and is updated for each subsequent program phase. The following areas break the process of risk planning into small bits of information. 
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Risk Planning Fundamentals: In risk planning fundamentals you will find information explaining what is involved with risk planning, basic risk planning information, and the first steps required to begin successful risk planning.

Quick links to other topics under Risk Planning Fundamentals:

  Planning Basics. 

  First Steps in Planning. 

  Preparing and Accomplishing Planning Tasks. 

  Risk Management Planning Teams & Responsibilities. 

  Planning in Proposal and Source Selection. 

  Government/Contractor Planning. 

  Including Industry Capability Reviews. 

  Risk Strategy and Planning. 

  Planning Tool Questions. 
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Risk Planning Tasks: Tasks involved in risk planning are explained and outlined in this area. Whether you are looking for basic information or examples of deliverables for each specific task, you will find it in risk planning tasks.

Quick links to other topics under Risk Planning Tasks:

  Create a Risk Management Plan. 

  Develop and Document a well-organized risk management strategy. 

  Determine methods to implement the risk management strategy. 

 

 




Each blue highlighted line goes to another paragraph on planning.  Below is each of those pages 
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The related information listed below answers basic planning questions. 



	  related information
	



 




What is Risk Planning?


What is involved in risk planning?


What are the inputs to Risk Planning?


What is the goal of Planning Risk Management?


What are the end products of planning risk?



	What is Risk Planning?
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related information 1 of 5 


	Risk planning is iterative and involves developing and documenting an organized, comprehensive, interactive approach to identifying and tracking risk drivers, developing risk-handling plans, performing continuous assessments to determine how risks have changed, and planning adequate resources. Risk planning is determining how to approach risk management activities for a project. 


	What is involved in risk planning?
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	Risk planning includes describing the process and scheduling the activities to assess, handle, monitor, and document the risk associated with a program


	What are the inputs to Risk Planning?
	[image: image31.png]



open related information
ID: 3004 


	[image: image32.png]





	Date Added: 2002-10-04 7:02 pm 
Date Modified: 2002-10-21 6:19 pm 
	
Comment on this page. 


  




related information 3 of 5 


	The inputs to the risk management planning process are crucial to ensure that the level, type, and visibility of risk management are commensurate to the risk and importance of the project. Inputs should include:

· Program description

· System description 

· The program's initial acquisition strategy 

· Project schedule and cost estimates 

· Project Management planning efforts (program management, and systems engineering), 

· Prior risk management plan (if any) 

· Known risk events 

· Description of technology to be used by project 

· Complex 

· Unproven technology

· PM's guidance 

· DoD Risk Management Policies 
· The Risk Management Guide for DoD Acquisition, Fourth Edition, February 2001 

· Risk Management Plan templates 

· The program's Work Breakdown Structure (WBS) 

· Risk management budget and resources 

· Classification of risk categories: 

· Cost, 

· Schedule,

· Technical (includes performance)

· Any industry or application common sources of risk 

· Critical risk processes are the developer's engineering and production processes, which can cause the most difficulty during the development and/or production phases. These processes include:

· Design,

· Test, 

· Production, 

· Facilities, 

· Logistics, 

· And management.

· Universal Risk Management list

· System performance goals

· Technical Performance Measures (TPM)

· Available historical risks or published data on risks from similar projects


	What is the goal of Planning Risk Management?
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	The goal of planning risk management is to make everyone involved in a program aware that risk should be a consideration in the design, development, and fielding of a system. Risk planning is a tool to assess and mitigate events that might adversely impact the program. Therefore, risk management increases the probability/likelihood of program success and can help to avoid program crisis management and improve problem solving by managing risk early in the acquisition cycle.


	What are the end products of planning risk?
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	The result of the entire Planning Process is the Risk Management Plan (RMP). For more information on writing a Risk Management Plan, please refer to Risk Management Planning Tasks on the ACC.
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The following tasks have been identified by the Risk Community as being essential in performing successful planning. The Planning Tasks are currently in development and will be available online in the future. 

· Create a Risk Management Plan. 

· Develop and Document a well organized risk management strategy. 

· Determine methods to implement the risk management strategy. 
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Risk is inherent in any program and it is necessary to analyze future program events for potential risks and take measures to handle them. The acquisition process is designed for risks to be controlled from conception to delivery of a system. 

The first step in this process is to develop a Risk Management Plan. A Risk Management Plan provides necessary information about the objectives, goals, and the Program Management Office's (PMO's) risk management process. 

The following content is to help you understand and guide you through the process and decisions necessary to prepare a RM Plan for your program.

· Understanding Risk Management Plans 

· Planning a Risk Management Plan
	Develop & Document an RM Strategy
Develop & Document a well organized risk management strategy 
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Assessment page

	
	ACC > Risk Management > Risk Assessment 


Printer friendly version 
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Risk assessment is the problem definition stage of risk management that identifies and analyzes potential program risk events in terms of probability and their consequences/impacts. The following areas break the process of risk assessment into small bits of information ranging from basic assessment knowledge to risk assessment job aids such as templates and examples.
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Risk Assessment Fundamentals: In risk assessment fundamentals you will find information explaining what is involved with risk assessment, basic risk assessment information, and the first steps required to begin successful risk assessment.
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Risk Assessment Tasks: Tasks involved in risk assessment are explained and outlined in this area. Whether you are looking for basic information or examples of deliverables for each specific task, you will find it in risk assessment tasks.

 

 




The risk Assessment fundamentals goes to this page 

	ACC > Risk Management > Risk Assessment > Assessment Fundamentals 
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Risk assessment is the process of identifying and analyzing program areas and critical technical process to identify risk events, which are those activities, milestones, etc. that, if they fail to occur, could cause delay in the design, production, or delivery of the system, adversely affect the system’s performance, or increase program cost. 

Please select a category below to learn more:


  Basic Risk Assessment
  Assessment Techniques
  Risk Identification
  Risk Analysis 


This is just another page that you need to click again to get to words……this I think needs to be brought into a single page. …no so broken out. 
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There are several categories related to Basic Risk Assessment. 

Please select one of the following to learn more.

  Basic Information 

  Assessment Preparation 

  Cost Risk Assessment 

  PSM (Software) in Assessment 

  Methods and Tools 

  Assessment Components 

  Assessment and the RM Lifecycle
A group of questions and responses have been compiled on the topic of Basic Risk Assessment Information. These questions are referenced below under Related Information. 


Please select the title of the question to get the response. 


	  related information
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What is Risk Assessment?


When does Risk Assessment occur in the life of a program?


How should I examine program risks?


Who should be included in Risk Assessment?


What are some typical areas in my program that will need assessment for risk events?


What is the goal of Risk Assessment?


What are the tasks associated with analyzing risks?


What is a quick-look assessment?


What are the end products or results of risk assessment?


What are the inputs to Risk Assessment?


How do I begin the Risk Assessment process?



	What is Risk Assessment?
	[image: image85.png]



open related information
ID: 3142 


	[image: image86.png]





	Date Added: 2002-10-04 7:03 pm 
Date Modified: 2002-10-07 2:00 pm 
	
Comment on this page. 


  


related information 1 of 11 


	Risk assessment is the process of identifying and analyzing program areas and critical technical process to identify risk events, which are those activities, milestones, etc. that, if they fail to occur, could cause delay in the design, production, or delivery of the system, adversely affect the system’s performance, or increase program cost. A Risk Assessment gives the Program Manager the information needed to manage risk and thereby increase the probability/ likelihood of meeting cost, schedule, and performance objectives. The results of a risk assessment form the basis for most risk management actions.

Assessments identify and analyze program risks, determine the likelihood of their occurrence and impact if they do occur, and then prioritizes them for handling actions.
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	Risk assessment is a continuous process throughout the life of a program. It should begin as early in the program as possible, usually no later than the second half of the Concept and Technology Development phase and should continue throughout subsequent phases.  Risk affects all aspects of the program. For example, risk is a key factor in determining the acquisition strategy, type of contract, schedule, funding, etc.

Formal risk assessments are normally done at key times in programs such as in developing the Acquisition Program Baseline (APB), milestones, contract award, etc. However, everyone on the program team, both government and contractors are responsible for identifying risk events. Therefore, risk assessment is executed throughout the life of the program. It is important to always to reevaluate and update your information, minimally at each milestone.

For more information on Risk Assessment during the life of the program please refer to the Top Eleven Ways to Manage Technical Risk.


	How should I examine program risks?
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	You should use any scheduled program activity, such as a program review, design review, Integrated Baseline Review (IBR), etc., as an opportunity to examine program risk. You should also define in the Risk Management Plan (RMP) the process for identifying risks and nominating them for analyses as part of the daily management of the program. 

The process to identify and analyze risks is cyclical. You will be analyzing risks as soon as they are identified and this analysis may lead you to identification of additional risk events


	Who should be included in Risk Assessment?
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	Risk assessment should always involve the Integrated Product Team (IPT) team members from the functional areas involved. If necessary, the team may be augmented by people from other program areas or outside experts.

The main thing to remember is that everyone associated with the program is responsible for risk management. This includes contractors, subcontractors, government personnel, etc. 

More information on the role of IPTs in Risk Assessment can be found in ACC's Risk Management Planning Content.


	What are some typical areas in my program that will need assessment for risk events?
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	There are some areas of your program that will probably have risk. These areas, known as Significant Risks by Critical Risk Areas, are common to almost all programs and include:

· Threat. The sensitivity of the program to uncertainty in the threat description, the degree to which the system design would have to change if the threat’s parameters change, or the vulnerability of the program to foreign intelligence collection efforts (sensitivity to threat countermeasure).

· Requirements. The sensitivity of the program to uncertainty in the system description and requirements except for those caused by threat uncertainty.

· Design. The ability of the system configuration to achieve the program’s engineering objectives based on the available technology, design tools, design maturity, etc.

· Test and Evaluation (T&E). The adequacy and capability of the T&E program to assess attainment of significant performance specifications and determine whether the systems are operationally effective and suitable.

· Modeling and Simulation (M&S). The adequacy and capability of M&S to support all phases of a program using verified, valid, and accredited M&S tools.

· Technology. The degree to which the technology proposed for the program has been demonstrated as capable of meeting all of the program’s objectives.

· Logistics. The ability of the system configuration to achieve the program’s logistics objectives based on the system design, maintenance concept, support system design, and availability of support resources.

· Production. The ability of the system configuration to achieve the program’s production objectives based on the system design, manufacturing processes chosen, and availability of manufacturing resources such as facilities and personnel.

· Concurrency.  The sensitivity of the program to uncertainty resulting from the combining or overlapping of life-cycle phases or activities.

· Capability of Developer. The ability of the developer to design, develop and manufacture the system.  The contractor should have the experience, resources, and knowledge to produce the system.

· Cost/Funding. The ability of the system to achieve the program's life cycle cost objectives.  This includes the effects of budge and affordability decisions and the effects of inherent errors in the cost estimating technique(s) used (given that the technical requirements were properly defined).

· Management. The degree in which program plans and strategies exist and are realistic and consistent.  The Government's acquisition team should be qualified and sufficiently staffed to manage the program.

· Schedule. The adequacy of the time allocated for performing the defined tasks, e.g., developmental, production, etc.  This factor includes the effects of programmatic schedule decisions, the inherent errors in the schedule estimating technique used, and external physical constraints.

· Design implications should consider user requirements, match of skill profiles, human-machine interface and training requirements.

· Environmental Impact. Environmental demands can be a major factor in driving the design of the system.

· Systems safety and health.The probability and severity of safety and health hazards associated with development, use, and disposal of the system need to be assessed and managed.

· Systems Engineering.Design requirements that are risk drivers can be transferred to other system elements. 

· Security.All programs shall be managed and engineered using best processes and practices to reduce security risks. 

Critical Risk Areas and Example Elements 


Critical Risk Areas
Example Elements
Design and Engineering
· Design/technology approach 

· Operational environments 

· External/internal interfaces 

· Use of standard parts/program parts list 

· System/subsystem critical design requirement 

· Integration requirements 

· Human-machine interface 

· Design growth capacity 

· Design maturity 

· Safety & health hazards 

· Manpower, training and skill profiles 

Logistics
· Operations and Maintenance (O&M) concept 

· System diagnostic requirement 

· Reparability and Maintainability (R&M) requirements 

· Supply support requirements 

· Built-in Test (BIT) requirements 

· Support equipment requirements 

· Maintenance interfaces 

· Level of repair decisions 

· Training equipment design 

Testing
· Integrated test 

· Qualification testing 

· Subsystem test limits 

· Test environmental acceleration 

· Supportability test results 

Manufacturing
· Design producibility 

· Manufacturing capability requirements 

· Parts/assemblies availability 

· Special tooling/test equipment planning personnel availability 

· Process/tooling proofing 

· Production equipment availability 

Concurrency
· Program schedule adequacy 

· Development phases concurrency 
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	The goal or purpose of conducting risk assessments is to identify and analyze program risks so that the most critical risks may be controlled. Program managers should consider risk assessments in establishing cost, schedule, and performance objectives as risk assessment and management provide an indication of the probability/likelihood of achieving the desired outcomes


	What are the tasks associated with analyzing risks?
	[image: image114.png]



open related information
ID: 3148 


	[image: image115.png]





	Date Added: 2002-10-04 7:03 pm 
Date Modified: 2002-10-07 2:00 pm 
	
Comment on this page. 


  




related information 7 of 11 


	Analysis begins with a detailed study of the critical risk events that have been identified. The objective is to gather enough information about the risks to judge the probability of occurrence and the impact on cost, schedule, and performance if the risk occurs.

The analysts must be careful to focus on the cause of the risk and not the symptoms. For example, analysis may show the potential for a schedule slip.The analysts must focus on the possible causes of the slip.

The tasks associated with risk analysis are:

· Develop and understand the Risk Rating Matrix,

· Perform supporting analysis,

· Determine Probability and Consequence Levels/Ratings,

· Document the results,

· Rate, Prioritize and aggregate Risks (Watch List)

One of the most important skills an analyst must have is the ability to conduct interviews. He/she will normally ask critical questions of the experts, consolidate the answers, identify any interdependencies, and determine the likelihood and impact for the event.

Analysts need tools to do the analysis and the education to properly use them. They need to know analytical techniques so that they can discover the root causes of risk.


	What is a quick-look assessment?
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	A quick-look assessment does exactly what the name implies. It may be a directed effort that does a short examination of critical areas or a specific risk area. For example, prior to the Program Objective Memorandum (POM) process, a Program Manager may ask for a quick-look assessment of cost risks prior to submission of information for the POM.
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	The end product of a risk assessment is a Risk Assessment Report (RAR). A RAR is prepared by the Integrated Product Team (IPT) that assessed a risk event and amplifies the information in the Risk Information Form (RIF). It documents the identification, analysis, and handling processes and results. The RAR amplifies the summary contained in the RIF, is the basis for developing risk-handling plans and serves as a historical recording of program risk assessment.

Risk assessments form the basis for many program decisions, and the Program Manager may need a detailed report of assessments of a risk event that has been done.
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	The primary input to the risk management assessment process is the Risk Management Plan, which is the output of the Risk Planning activity.

However, there are additional inputs to the Risk Assessment activity that will be crucial to ensure that risk assessment is performed commensurate to the risk and importance of the project. These inputs should include many of the same documents and information gathered for the Risk Planning activity.
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There are several categories related to Assessment Techniques. 

Please select one of the following to learn more.

  WBS Technique
  DoD 4245.7M Process
  Documentation Evaluation Technique 

  Threat and Requirements Technique
  Cost Risk Assessment Technique 

  Quantified Schedule Technique
  Expert Interview Technique
  Analogy Comparison Technique
  Technical Techniques 
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A group of questions and responses have been compiled on the topic of Product (WBS) Risk Assessment Technique. These questions are referenced below under Related Information. 

Please select the title of the question to get the response. 


	  related information
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What is the Product (Work Breakdown Structure (WBS)) Risk Assessment Technique?


How do I perform a Product (Work Breakdown Structure (WBS)) Risk Assessment?


What is a good example of Product Risk Assessment?


When do I perform a Product (Work Breakdown Structure (WBS)) Risk Assessment?


Is a Product (Work Breakdown Structure (WBS)) Risk Assessment the same as a DoD 4245.7M Assessment?


What is the process for Product Work Breakdown Structure (WBS) risk assessment?
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	This technique identifies those risks associated with a given system concept and design. The Work Breakdown Structure (WBS) is the starting point to describe contract work to be done and the resulting product. It is also the basis for determining risk events in each critical risk area. This technique is used to identify and analyze risks in the following critical risk areas that are associated with a product or process: 

· Design and engineering,

· Technology,

· Testing,

· Logistics,

· Production,

· Concurrency,

· Plus others as needed for both hardware and software
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	The first step is to review the Work Breakdown Structure (WBS) elements down to an appropriate level and identify risk events. This review should consider the critical areas (design and engineering, technology, logistics) that may help to describe risk events. 

Using information from a variety of sources, such as program plans, prior risk assessments and expert interviews, the WBS elements are examined to identify specific risks in each critical area. The elements of the WBS must be examined relative to threat, requirements, design, test and evaluation, modeling and simulation, technology, etc. to identify the program risk events. 

The risk events are analyzed to determine probability of occurrence and consequences/impacts, along with any interdependencies and risk event priorities. Several techniques and tools are available to help do portions of the assessment,, including, among others, technology assessments, modeling and simulation, hazard analysis, and fault tree analysis. 
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	What is a good example of Product Risk Assessment?
	[image: image157.png]



open related information
ID: 3184 


	[image: image158.png]





	Date Added: 2002-10-04 7:03 pm 
Date Modified: 2002-10-07 3:31 pm 
	
Comment on this page. 


  




related information 4 of 6 


	A good example of a product risk assessment is the use of the Integrated Product Team (IPT) responsible for the Work Breakdown Structure (WBS) element. They are composed of experts who know the basis for the estimates and can look at the product over its entire life cycle. Given their product they would study each area of design and engineering, technology, logistics, production, concurrency, cost, schedule, resources, etc. and determine the chances of their product to meet its goals and objectives. They would dig deeply into the assumptions of all estimates. For example, the lead engineer on the product may assume that specific people will be available to him for the period required. If this is not true, then how does this affect the cost, schedule and performance risk of the product?
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	Product (Work Breakdown Structure (WBS)) Risk Assessments can be performed in all phases of the acquisition lifecycle starting with the completion of the Contract WBS.

You may do a product risk assessment as soon as a WBS is available. It is a good idea to do one using the Contract Work Breakdown Structure (CWBS) in support of the acquisition strategy.

It is wise to ask for a risk assessment as part of a contractor’s proposal. Once a contract is awarded, the contractor should do a risk assessment and initiate a reporting system that allows tracking of the risk and the handling activities.
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	No, a Product (Work Breakdown Structure (WBS)) risk assessment focuses on the product and the process (DoD 4245.7-M) technique addresses the contractor’s engineering and manufacturing processes. 

The Product (WBS) risk assessment can be used independently, but usually is done in conjunction with the Process (DoD 4245.7-M) Risk Assessment technique.
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	The Work Breakdown Structure (WBS) provides a framework for specifying the technical objectives of the program by first defining the program work processes with the emphasis on product, not functional process such as design engineering, requirements analysis, testing or costs associated with those products.

A typical WBS technical risk management approach is based on the WBS products, primarily for impact on cost and schedule and their effect on the overall product. Risk assessments and mitigation activities are conducted primarily on the individual WBS elements with an emphasis on technology, product maturity or perceived quality and with little emphasis on related processes. Risk is typically expressed as a probability estimate rather than as a degree of process variance from a best practice.

Since DoD programs are established around the WBS, the associated costs and schedule for each product can be readily baselined, against which risk can be measured as a deviation against cost and schedule performance. Taking the WBS to successively lower level entities will help to assure that all required products are identified in terms of cost and schedule performance (as well as operational performance) goals.

Although a direct measurement of product performance against cost and schedule performance has its benefits, there are also some significant downsides to an approach in which processes are not considered.

For more information on Product WBS risk assessment, please reference the DoN document, Top Eleven Ways to Manage Technical Risk
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There are several categories related to Risk Identification. 

Please select one of the following to learn more.


  Basic Risk Identification
  Identifying Potential Risk Items
  Identification Approaches 
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A group of questions and responses have been compiled on the topic of Basic Risk Identification. These questions are referenced below under Related Information. 

Please select the title of the question to get the response. 


	  related information
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What are the risk identification activities?


How do I identify and list risks?


What are some other areas or risk indicators?



	
	What are the risk identification activities?
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	When you identify risks, what you are doing is identifying potential future events in areas of concern that may impact the program.

Risk identification activities establish what risks are of concern. These activities include:

· Identifying risk events/uncertainty sources and drivers,

· Transforming uncertainty into risk,

· Quantifying risk,

· Establishing probability and examining events for consequences,

· Establishing the priority of risk items and,

· Documenting the results
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	How do I identify and list risks?
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	The initial identification process starts with a list of potential risk items in each of the risk areas:

· Product,

· Supporting Products, 

· Internal Management processes,

· Processes,

· External Influences
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There are several categories related to Risk Analysis. 

Please select one of the following to learn more.

  Basic Risk Analysis
  Probability & Consequence 

  Risk Ratings
  Prioritization and Aggregation
  Qualitative and Quantitative 
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A group of questions and responses have been compiled on the topic of Basic Risk Analysis. These questions are referenced below under Related Information. 

Please select the title of the question to get the response. 


	  related information
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How do I perform support analysis?


What are the most critical aspects of risk analysis?


How do I analyze risks?


What are some risk analysis activities?
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	Support analysis can be performed using various techniques that include a Work Breakdown Structure (WBS), a DoD 4245.7-M, program documentation, threat, requirements, cost, schedule and lesson learned assessments. 

Any analytical approach includes criteria, information collection, evaluation of data versus criteria, and assessment of the risk. It also includes other factors such as interdependencies, handling options, responsibilities for handling, etc. 

Other information gathering techniques can be used to identify potential risk areas
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	[image: image212.png]



open related information
ID: 3231 


	[image: image213.png]





	Date Added: 2002-10-04 7:03 pm 
Date Modified: 2002-10-07 5:28 pm 
	
Comment on this page. 


  




related information 2 of 4 


	One of the most critical aspects of Risk analysis is data collection.  It is important that you conduct interviews with Subject Matter Experts (SMEs) and use analogy comparison studies from similar programs.

Another critical aspect is the analysis approach. Be sure that you focus on the cause of the risk and not on symptoms. You may have great data, but if your analysis in invalid, the results will lead you astray.

Ensure that you are consistent in reporting your results. Management will be using the results to allocate risk-handling resources, so they will tend to compare risks and focus on the most critical. It is important that they compare risks using the same baseline.
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	Begin Risk Analysis after the risk events has been identified.

The tasks associated with risk analysis are:

· Develop and understand the Risk Rating Matrix,

· Perform supporting analysis,

· Determine Probability and Consequence Levels/Ratings,

· Document the results,

· Rate, Prioritize and aggregate Risks (Watch List)

Additionally, it is important to find answers to these types of questions when determining the impact of a risk event:

· If something changes, will the risk change faster, slower or at the same pace?

· If a given risk event occurs, what collateral effects will happen?

· How does the risk item affect other risks?

· How does the risk item affect the overall situation?
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	Some of the major risk analysis activities include the following:

· Development of a watch list (prioritized list of risk items) and set of metrics to determine if risks are steady, increasing, or decreasing,

· Development of a feedback system to track metrics and other risk management data,

· Development of quantified risk assessment – quantified risk assessment is a formal quantification of probabilities of occurrence and consequences using a top-down structured process following the program’s Work Breakdown Structure,

· Examination of the processes associated with the Work Breakdown Structure (WBS) element or system to determine how well they conform to best practices,

· Reporting of the results of the analyses to a risk management board or the Program Manager for review to determine overall effect on the system
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A group of questions and responses have been compiled on the topic of Probability (Likelihood) and Consequence (Impact). These questions are referenced below under Related Information. 

Please select the title of the question to get the response. 


	  related information
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How do I document the results?


What is probability/likelihood of occurrence and how does it affect risk?


How do I express Probability/Likelihood Criteria?


How are Probability/Likelihood and Consequence/Impact scales determined?


What is the consequence/impact of a risk?


How do I develop Probability/Likelihood and Consequence/Impacts scales?


How do I determine Probability/Likelihood and Consequence/Impact ratings?
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	The end product of a risk assessment is the Risk Assessment Report (RAR). A RAR is prepared by the team that assessed a risk event and amplifies the information in the Risk Information Form (RIF). It documents the identification, analysis, and handling processes and results.

The results of the analysis are documented for several reasons:

· It gives management the information to decide the level of the risk based on the system considerations.

· It gives management early information for consideration of handling options.

· It provides information for a database of potential risk areas that may have to be considered at a later time.  

· Management will have information to establish system level metrics to track the risk areas and handling activities.

· It communicates risk areas to everyone associated with the program.
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	Probability/likelihood of occurrence is the likelihood of the event occurring and it should be defined in the program’s Risk Management Plan. Risk management requires that you need to determine the probability/likelihood of a risk event occurring and to estimate the consequence/impact if it occurs.
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	Probability/Likelihood criteria may be expressed in two ways:

· Qualitative risk analysis: this may use ordinal or cardinal scales (linear and non linear) to set the probability/likelihood of each risk and it's consequence/impact.

· Quantitative risk analysis: this uses numerical analysis such as Monte Carlo simulation and decision analysis to determine the probability/likelihood of each risk and it’s consequence/impact.
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	The scales are determined by the Program Manager who uses the advice from subject matter experts. Probability/Likelihood and Consequence/Impact scales, either ordinal or cardinal are normally subjective and based on detailed information that may come from:

· Program documentation, 

· Guidance from higher management, 

· Comparisons with similar systems, 

· Relevant lessons-learned studies, 

· Experience, 

· Historical data, 

· Results from tests and prototype development, 

· Data from engineering or other models, 

· Specialist and expert judgments, 

· Analysis of plans and related documents, 

· Modeling and simulation, 

· Sensitivity analysis of alternatives

These probability/likelihood and consequence/impact levels are determined by a group of experts who are familiar with each risk source/area (for example, design, logistics, production, etc.) and product Work Breakdown Structure (WBS) element and are best qualified to determine the criteria. They should identify the criteria for review by the Program Management Office (PMO), who includes them in the Risk Management Plan. In most cases, the criteria will be based on the experience of the experts as opposed to being mathematically derived.
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	The consequence/impact of a risk is the result of a risk occurring and should be defined in the program’s Risk Management Plan.
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	The Program Manager specifies the criteria for the scales based on his/her management style, program requirements, high-level management direction, and other considerations. Obviously, the Program Manager must confer with experts in cost, schedule, and performance to do this.

There is some latitude in specifying the scale criteria. For example, in a Research and Development (R&D) program where uncertainty is expected and it is a cost type contract a Program Manager may specify a higher range for cost high risk rating than in a fixed price production contract where there is less uncertainty.

There is a tendency to develop a single number to portray the risk associated with a particular event. This approach may be suitable if both probability/likelihood and consequence/impacts have been quantified using compatible cardinal scales or calibrated ordinal scales whose scale levels have been determined using accepted procedures (for example, Analytical Hierarchy Process). In such a case, mathematical manipulation of the values may be meaningful and provide some quantitative basis for the ranking of risks.

In most cases risk scales are actually just raw (uncalibrated) ordinal scales, reflecting only relative standing between scale levels and not actual numerical differences. Any mathematical operations performed on results from uncalibrated ordinal scales, or a combination of uncalibrated ordinal and cardinal scales, can provide information that will at best be misleading, if not completely meaningless, resulting in erroneous risk ratings.

One way to avoid this situation is to simply show each risk event’s probability/likelihood and consequence/impacts separately with no attempt to mathematically combine them. Other factors that may significantly contribute to the risk rating, such as time sensitivity or resource availability, can also be shown. Program Managers will normally manage using this information rather than using a risk-rating matrix, which is best suited for reporting risk to higher management outside the program office.
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	The consequence/impact of a risk is the result of a risk occurring and should be defined in the program’s Risk Management Plan.
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A group of questions and responses have been compiled on the topic of Risk Ratings. These questions are referenced below under Related Information. 

Please select the title of the question to get the response. 


	  related information
	



 HYPERLINK "http://acc.dau.mil/simplify/ev.php?ID=1481_201&ID2=DO_FILTERSORT_TOGGLE&EID=1481_201&EID2=DO_TOPIC&URL_OPTIONAL_MODE=filtersort&URL_OPTIONAL_MODE_KOTYPE=-11" 

 INCLUDEPICTURE "http://acc.dau.mil/simplify/uploads/tomoye-NS/103411271835img_filtersort.gif" \* MERGEFORMATINET 


 




How do I construct a risk rating?


How do I develop the Risk Rating Matrix?


How do I rate, prioritize and aggregate risks?


How do I establish an Overall Risk Rating Matrix?


How do I develop Overall Risk Rating?


How do I develop Overall Risk Rating Criteria?


What are Risk Ratings and Prioritizations/Rankings?


How are risk ratings used by the Program Manager and Integrated Product Teams (IPTs)?
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	Risk ratings are an indication of the potential impact of risks on a program; they are a measure of the probability/likelihood of an event occurring and the consequences/impacts of the event.

The Program Manager should provide initial guidance for establishing risk ratings. The most important consideration is the impact of a risk on the overall program or system. The Acquisition Program Baseline contains the important aspects of the program regarding performance (Key Performance Parameters (KPPs)), cost, and schedule and is useful to use as a basis for identifying the guidelines for risk ratings.

A group of experts, who are familiar with each risk source/area (for example, design, logistics, production) and product Work Breakdown Structure (WBS) element, are best qualified to determine risk ratings after the Program Manager’s guidance. They should identify rating criteria for review by the Program Management Office (PMO), who includes them in the Risk Management Plan. Risk ratings also help to identify the areas that should be reported within and outside the PMO, for example, milestone decision reviews.
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	The risk-rating matrix is a simple method of representing the risk ratings for the risk events. It is constructed using the guidance and criteria establish by the Program Manager. The risk matrix displays the likelihood and consequence for the critical risk events. It is most useful to communicate program risks and may be used for management purposes, although Program Managers will tend to use watch lists and other more descriptive methods to manage their program.

The PM establishes the criteria for the Risk Rating Matrix, using criteria based on the Acquisition Program Baseline, Key Performance Parameters, budget environment, etc.

Analysis begins with a detailed study of the risk events that have been identified so that the probability/likelihood of occurrence can be developed.

· Develop Probability/Likelihood Criteria

· Develop Consequence/Impacts Criteria

· Develop Overall Risk Rating Criteria 

· Develop Overall Risk Rating 
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	Using risk ratings, Program Managers can identify events requiring priority management (high or moderate risk probability/likelihood or consequence). 

Analysts rate risks using the criteria established in the RMP. Each risk event is assigned a rating in the areas of cost, schedule, and performance. 

Prioritization is based on PM guidance, for example he/she may want to prioritize risks that have the same rating using a combination of severity of consequence and time of potential occurrence. 

Prioritization is important because it is impossible for a PM to monitor and track all risks. He/she must therefore prioritize risks for management emphasis. 

The document prioritizing the risk events is called a Watch List.
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	After identifying the risk items, the risk level should be established. One common method is through the use of an Overall Risk Rating matrix. Each item is associated with a block in the matrix to establish relative risk among them.

The Risk Matrix is usually contained in the Risk Management Plan (RMP) and establishes the criteria for rating the likelihood and consequence scales. The Program Manager then defines the criteria for the overall risk rating. For example, he/she may choose to rank all risks with a moderate likelihood and moderate consequences and higher consequences as high. Another Program Manager may choose to rank moderate likelihood and high consequence as high. The overall ranking is a matter of choice by the Program Manager and is influenced by the Program Manager’s management style and personality.

Risk increases on the diagonal and provides a method for assessing relative risk. Once the relative risk is known, a priority list can be established and risk analysis can begin.
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	Risk ratings are an indication of the potential impact of risks on a program; they are a measure of the probability/likelihood of an event occurring and the consequence/impacts of the event. The criteria are often expressed as High (H), Moderate (M), and Low (L).

Overall Risk Rating Criteria
Risk Rating
Description
High

Major disruption likely

Moderate

Some disruption

Low

Minimum disruption
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	Overall Risk Rating Criteria considers both probability/likelihood and consequences/impacts. The risk rating is accomplished using a matrix, the Probability/Likelihood Criteria and the Consequence/Impacts Criteria for each risk.
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	Risk ratings are an indication of the potential impact of risks on a program; they are a measure of the probability/likelihood of an event occurring and the consequence/impacts of the event. They are often expressed as high, moderate, and low.

Risk ranking is the activity involved in creating a list of program risks that shows the most critical risks in order of severity. Since it is likely that a program will have many risks to track, the PM will probably focus on the most critical. Each Integrated Product Team (IPT) will have its own risk list that is ranked in the same way, but will only include those for which they are responsible and the risks being managed by other IPTs for which they have an interest because of potential impact to their area.

Normally, the Risk Management Board does the risk ranking, if the program has one, the Risk Coordinator, or PM. The ranking process is usually subjective, however some tools exist that produce a valid risk ranking list.

Risk Matrix is a good tool to use for this purpose.
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	Using these risk ratings, Program Managers (PM) can identify events requiring priority management (high or moderate risk probability/likelihood or consequence). The document prioritizing the risk events is called a Watch List. 

Since it is likely that a program will have many risks to track, the PM will probably focus on the most critical. Each Integrated Product Team (IPT) will have its own risk list that is ranked in the same way, but will only include those for which they are responsible and the risks being managed by other IPTs for which they have an interest because of potential impact to their area.

Risk ratings also help to identify the areas that should be reported within and outside the Program Management Office (PMO), for example, milestone decision reviews.
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A group of questions and responses have been compiled on the topic of Risk Prioritization and Aggregation. These questions are referenced below under Related Information. 

Please select the title of the question to get the response. 
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Why do I complete a risk prioritization?


When should I perform a risk prioritization?


What is Risk Aggregation?


How do I establish a risk priority list?


What is the Risk Prioritization Technique?


How do I perform risk prioritization?


How do I use the risk aggregation results to form a Watch List?



	
	Why do I complete a risk prioritization?
	[image: image336.png]



open related information
ID: 3249 


	[image: image337.png]





	Date Added: 2002-10-04 7:03 pm 
Date Modified: 2002-10-07 6:22 pm 
	
Comment on this page. 


  


related information 1 of 7 


	The prioritization list is determined, for the most part, using the best judgment of qualified people that know the program, system, and subject area. Once the Integrated Product Teams (IPTs) have identified and completed the analyses, each team should list its list of risk in the order of priority that they feel is the most important. The lists from the IPTs are combined by the risk coordinator into the program list.

The prioritized list provides the basis for developing handling plans, preparing a handling task sequence list, and allocating handling resources. Program Managers establish definitive criteria to evaluate the risks, such as, probability (probability/likelihood) of failure and consequence/impact of failure along with any other factors considered appropriate.

A good starting point for looking at critical risk areas is to examine all the WBS elements that impact the program’s critical path. By definition, the critical path identifies the activities that are most likely to cause a program slip in schedule. 

Risk Matrix is a tool that can aid you in performing risk prioritization
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	This technique should be used appropriately during the Concept and Technology Development (CTD) Phase, the System Integration (SI) and System Demonstration (SD) parts of the System Development and Demonstration (SDD) Phase, at the conclusion of a major risk assessment undertaking, when there has been a significant change in the acquisition strategy, when risk monitoring indicates significant changes in the status of a number of risks, and prior to a milestone review.
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	Risk aggregation is the roll-up of low-level risks to higher levels in the areas of cost, schedule, performance, and any other area that the Program Manager may designate.

This technique normally relies on qualitative judgment and multi-voting methods to summarize risks at the critical risk area and process level in terms of likelihood and consequence. The risks identified by the Integrated Product Teams (IPTs) and listed in the program's reporting system and Risk Prioritization List are first grouped according to critical risk areas and processes and listed in priority sequence.

Within each area and process the individual risks are evaluated against a set of established criteria to determine the overall aggregate risk rating for the area/process. Aggregation criteria needs to be established separately for likelihood and consequence; likelihood and consequence should not be combined into a single index, for example, moderate risk.

Examples of aggregation criteria include:

· Most undesirable likelihood and consequence of all the risks within a risk area or process becomes the aggregated values for the area or process, or 

· The likelihood and consequence for each area or process represent the mean value for that area or process.

The team then votes on each risk area and process to determine it’s rating for likelihood and consequence and the results are documented.

In addition to the likelihood and consequence ratings for each critical risk area and process, those risks that tend to “drive” the aggregate risk rating for the area/process should be included in an aggregated list as amplifying information to the aggregated ratings, e.g., all risks in which either likelihood or consequence are rated as high.
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	Program Managers establish definitive criteria to evaluate the risks, such as probability (probability/likelihood) of failure and consequence/impact of failure along with any other factors considered appropriate.

Risks shall be placed in a priority ordering with the ordering criteria determined by the stakeholders and refined further by the Risk Management Board.

Priority may be based upon:

· Time sensitivity, 

· The risk exposure, the consideration of the combination of likelihood and consequences,

· Other consistent criteria established by the Program Manager, for example those things that relate to Key Performance Parameters (KPPs), critical path, etc.

The prioritized list provides the basis for developing handling plans, preparing a handling task sequence list and allocating handling resources.

Note:  Be careful if you choose to use a product of likelihood and consequence for risk exposure. If you have used ordinal ratings, the product is invalid
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	This technique provides a means to prioritize the risks present in a program. The prioritized list provides the basis for developing handling plans, preparing a handling task sequence list, and allocating handling resources. 

When using this technique, Program Managers establish definitive criteria to evaluate the risks, such as:

· probability (probability/likelihood) of failure

· (C F) consequence/impact of failure

The risks are evaluated using qualitative expert judgment and multi-voting methods to prioritize and aggregate risks.

A qualitative approach using subject-matter experts is generally preferred in this technique because of the tendency to rely on ordinal values to describe (P F), (C F) and the inherent inaccuracies resulting from any attempts to use quantifiable methods derived from raw (uncalibrated) ordinal scales.

The Program Management Office (PMO) risk management coordinator (if assigned) may function as a facilitator and support the program Integrated Product Team (IPT) in applying this technique.
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	The inputs of this process are risks that have been identified and the results of the risk analysis. The evaluation team, through consensus or as defined by the Risk Management Plan, selects the prioritization criteria. 

Probability/likelihood and consequence/impact should always be part of the criteria, along with any other appropriate factors.

Urgency, an indication of the time available before the procedures for handling the specific risk must be initiated and is often considered in the evaluation.

The Program Manager may also choose to rank-order the prioritization criteria, for example, consequence/impact is more important than probability.

A multi-voting method is useful to prioritize risks. 

The Delphi method is a simple and effective method of arriving at a consensus among a group of experts. The procedure is for team members to vote on the priority of each risk and tally the results, which are fed back to the team. Team members vote again and the process is repeated until no changes occur in the results. It is normal to reach the final outcome within a few voting sessions. If there are a large number of risks, they may be broken into smaller groups for ranking. As a general rule, no more than 10 items should be prioritized per vote. The results of the series of votes are documented in the risk prioritization list.

Program Manager guidance, which operates as a technique control function, can be used, for example, to specify prioritization criteria and prescribe the format of the risk prioritization list.
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	When the risks are aggregated, they will need to be prioritized to form the watch list, a listing of critical areas which management should pay special attention to during program execution.It is a straightforward, easily prepared document that can range in complexity from a simple list of the identified risks to one that includes such things as the priority of the risk, how long it has been on the watch list, the handling actions, planned and actual completion dates for handling actions, responsible offices or individuals, and explanations for any differences. 

Most Program Managers use a watch list for the day-to-day management of risk.


	Assessment Tasks
Assessment Tasks 
	[image: image369.png]



open Topic
ID: 1337 


	[image: image370.png]





	Date Added: 2002-09-06 1:38 pm 
Date Modified: 2003-11-06 5:30 pm 
	
Comment on this page. 


  


The following tasks have been identified by the Risk Community as being essential in performing successful assessment. The Assessment Tasks are currently in development and will be available online in the near future. If you are interested in being notified when risk management content is published on ACC, please join our community to be included in periodic site updates via email. 
  Identify Risk Events 

  Conduct Risk Analysis 

  Perform a Performance/Technical Assessment 

  Perform a Schedule Assessment 

  Perform a Cost Estimate and Assessment 

  Create Risk Information Form 

  Prioritized List of Risks 

  Critical Area Risk Evaluations 
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The Defense Systems Management College Risk Management Guide recognizes four major steps involved with identifying risk events. The four steps are: 
1. List WBS product/process elements 

2. Examine each WBS element in terms of risk sources/areas 

3. Determine what could go wrong 

4. Compile a list of Risk Events 

The following Related Information will give you a basic understanding for the implementation of this recommended process.

1 | 2  


 INCLUDEPICTURE "http://acc.dau.mil/simplify/IMAGES/g_rarrow.gif" \* MERGEFORMATINET 

    Page 1 of 2  


	  related information
	



 HYPERLINK "http://acc.dau.mil/simplify/ev.php?ID=1360_201&ID2=DO_FILTERSORT_TOGGLE&EID=1360_201&EID2=DO_TOPIC&URL_OPTIONAL_MODE=filtersort&URL_OPTIONAL_MODE_KOTYPE=-11" 

 INCLUDEPICTURE "http://acc.dau.mil/simplify/uploads/tomoye-NS/103411271835img_filtersort.gif" \* MERGEFORMATINET 


 




Is there a difference between a risk and a risk event?


Why is it important to identify risk events?


Why is it important to identify overall program risk?


How are risk events determined?


Where are some common risk event areas?


What are some interrelationships among risk events?


What are some classifications of Risk Events?


What do you mean by Internal Business Risk Events?


What do you mean by Recurring Risk Events?


What do you mean by Non-Recurring Risk Events?


What do you mean by Legal Risk Events?


What do you mean by Project Management Risk Events?


What do you mean by Technological Risk Events?


What do you mean by threat risk events?


What do you mean by requirements risk events?


What do you mean by design risk events?


What do you mean by test and evaluation risk events?


What do you mean by technology risk events?


What do you mean by Production/Facilities risk events?


What do you mean by Resource risk events?
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	The difference between risk and risk event is that a Risk is a measure of the potential inability to achieve overall program objectives within defined cost, schedule and technical constraints, whereas Risk Events are elements of an acquisition program assessed to determine the level of risk. 

Another view is that a Risk Event is a candidate Risk. Risk Events are assessed and, if appropriate identified as Risks. An example of a risk event would be that engineers consider the fact that the design of a turbine engine relies on immature technologies or “exotic” materials to achieve its performance objectives. This may pose a potential problem in meeting program objectives.This event becomes a risk if, after assessment, it is determined that the likelihood of occurrence and the consequences if it occurs warrant classification as a risk.
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	Identification of risk events is the first step in the assessment process. It allows evaluators to examine the program for things that might go wrong for the program. Examining the program for risk events results in a list of candidate risks for further analyses
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	It is important for a PMO to understand and identify overall program risk to enable consideration of relationships among all risk events. 

Relationships exist and need to be observed between top-level risks and those that are lower level risks that impact the overall program. For instance a roll-up of multiple low-level risk events may impact the schedule, cost and technical aspects and affect the whole program.
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	Risk events are identified early in a program so that a baseline risk assessment can be conducted. They are also identified continuously throughout the program as new events are discovered. During baseline identification, risk events are determined by examining each Work Breakdown Structure (WBS) element and process in terms of areas of risk. These sources can be grouped as cost, schedule, and performance, with the latter including technical risk.

After the baseline process, any member of the program team may identify risk events. This usually occurs after new information is discovered or something happens to introduce a potential risk.


Where are some common risk event areas?

open related information

ID: 3572  

Date Added: 2002-10-08 7:39 pm 

Date Modified: 2002-10-08 7:39 pm 

  Comment on this page. 

 related information 6 of 32  

Risks may exist at all program levels throughout the life of a program. Risks are in the PMO; in support provided by other Government agencies; in threat assessment; and in prime contractor processes, engineering and manufacturing processes, and technology. 
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	Some commonly known classifications for risk events are: 

· Internal-Business 

· Recurring · Non-recurring 

· Legal 

· Project Management 

· Technological 

Risk Events as defined by the DAU Risk Management Guide are as follows:

· Threat 

· Requirements 

· Design 

· Test and Evaluation 

· Technology 

· Production/Facilities 

· Resources 

· Schedule 

· Logistics 

· Management
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	Internal or Business Risk Events are those events involved with a business organization or immediate stakeholders.

Examples of Internal Business Risk Events are things such as:

· Over-optimistic management 

· Over-aggressive schedule 

· Ineffective management 

· Inadequate staffing/staffing overload 


	
	What do you mean by Recurring Risk Events?
	[image: image429.png]



open related information
ID: 3576 


	[image: image430.png]





	Date Added: 2002-10-08 7:47 pm 
Date Modified: 2002-10-08 7:49 pm 
	
Comment on this page. 


  




related information 9 of 32 


	Recurring risk events are predictable to some degree. They are those specific events you know will probably occur, but don't know to what extent.

Examples of Recurring Risk Events are things such as:

· Changes in operational requirements 

· Changes in social or political considerations 

· Budget process 
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	Non-Recurring risk events tend to be unpredictable. These are risk events that happen at random and you may know of their existence.

Examples of Non-Recurring Risk Events are things such as:

· Unavailability of resources, services, materials 

· Cash flow restrictions 

· Contractor, Subcontractor failure for services or products 
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	Legal Risk Events are typically those that deal with contractual issues.

Examples of Legal Risk Events are things such as:

· Legal suit by an insider or outsider that will disrupt the project 

· Liability claim 

· Licensing challenge or delay 

· Patent rights contested 

· Planned actions that are in violation of the contract 
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	Project management risk events may stem from inexperienced or untrained leadership, however, they may also be a result of issues that are outside the control of the program manger and project management leadership.

Examples of Project Management Risks are things such as:

· Unrealistic schedule due to budget, threat, or other factors 

· Errors in planning assumptions 

· Poor staffing, resource allocation 
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	Examples of Technological Risk Events are things such as:

· Technology becomes obsolete 

· Technology is new and unproven 

· Technology is inappropriate solution 

· Use of Commercial-Off-The-Shelf 
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	Threat risk events may exist for the following reasons:

· Uncertainty in threat accuracy 

· Sensitivity of design and technology to threat 

· Vulnerability of system to threat and threat countermeasures 

· Vulnerability of program to intelligence penetration
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	Requirements risk events may exist for the following reasons:

· Operational requirements not properly established or vaguely stated 

· Requirements are unstable 

· Required operating environment not described 

· Requirements do not address logistics and suitability 

· Requirements are too constrictive, i.e. identify specific solutions that force high cost 


	What do you mean by design risk events?
	[image: image464.png]



open related information
ID: 3583 


	[image: image465.png]





	Date Added: 2002-10-09 11:56 am 
Date Modified: 2002-10-09 11:57 am 
	
Comment on this page. 


  




related information 16 of 32 


	Design risk events may exist for the following reasons:

· No integrated approach to design causing a failure to address areas such 
as, security, sustainment, maintainability, testability, producibility, environmental, 
etc., the early program phases

· System will not satisfy user requirements

· Flow down of requirements not adequately addressed in systems engineering 
process

· Mismatch of user manpower or skill profiles with system design solution 
or human-machine interface problems

· Increased skills or more training requirements are identified late in the 
acquisition process

· Design not cost effective

· Design relies on immature technology or "exotic" materials to 
achieve performance objectives

· Prime contractor relies heavily on subcontractors for major design and development 
efforts

· The design relies heavily on Government Furnished Equipment (GFE)

· Contractor processes do not adequately address or lack the tools for requirements 
tracking 
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	Test and evaluation risk events may exist for the following reasons:

· Test requirements are not considered in the design process 

· Test planning not initiated early in the program 

· Test planning does not address the ultimate operating environment 

· Test procedures do not address all major performance and suitability specifications 

· Testing not adequate at all levels leaving problem solution for higher level tests 

· Stress testing of components, subsystems, and system not adequately planned 

· Test facilities not available to accomplish specific tests, especially systems level tests 

· Insufficient time to test thoroughly 

· Evaluation goals and objectives not clearly identified Data collection plan does not support evaluation goals and objectives 

· Modeling and simulation opportunities not exploitedModels or simulators are not verified, validated, or accredited for the intended purpose 
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	Technology risk events may exist for the following reason:

· Program depends on unproven technology for success. 

Technology risk events may exist for the following reasons:

· Program depends on unproven technology for success 

· Program success depends on achieving advances in state-of-the-art technology 

· Technology has not been demonstrated in required operating environment 

· Technology relies on complex hardware, software, or integration design 

· There is concurrent product (subsystem) development and system development, posing the possibility that immature or unproven technologies will not be adequately developed before production 

· Significant reliance on software 

· Program success depends on achieving advances in state-of-the-art technology 

· Technology has not been demonstrated in required operating environment 

· Technology relies on complex hardware, software, or integration designThere is concurrent product (subsystem) development and system development, posing the possibility that immature or unproven technologies will not be adequately developed before production 

· Significant reliance on software 


	What do you mean by Production/Facilities risk events?
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	Production/Facilities risk events may exist for the following reasons:

· Production implications not considered during design and development 

· Contractor does not have established engineering and production processes 

· Contractor employees do not understand or follow established engineering and production processes 

· Contractor does not have an integrated approach to design and production, i.e. production engineers are not part of the development team 

· Inadequate planning for long lead items and vendor support 

· Production processes not proven 

· Contractor has limited experience in specific type of development 

· Contractor has poor track record relative to costs and schedule 

· Contractor experiences a loss of key personnel 

· Prime contractor relies heavily on subcontractors for major production efforts 

· Contractor will require significant capitalization to meet production requirements 

· Prime contractor does not have adequate plans for managing subcontractors 

· Facilities not available for cost effective production 

· Contract offers no incentive to modernize facilities or reduce cost 


	
	What do you mean by Resource risk events?
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	Resource risk events may exist for the following reasons:

Cost/Funding:
· Realistic cost objectives not established early 

· Marginal performance capabilities incorporated at excessive costs 

· Excessive life-cycle costs due to inadequate treatment of support requirements 

· Funding profile does not match acquisition strategy 

· Funding profile not stable from budget cycle to budget cycle 

People:
· The contractor does not have experienced people with the right skills to design, develop, and produce the system 

· Personnel turnover is excessive, above industry average 

· Personnel loading reflects the work efforts

Infrastructure:
· Contractor does not have adequate support facilities, such as management information systems, software tools, communications, etc., to support design, development, and production of the system


	
	What do you mean by schedule risk events?
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	Schedule risk events may exist for the following reasons:

· Schedule not a consideration in trade studies 

· Schedule does not reflect realistic acquisition planning 

· Acquisition Program Baseline schedule objectives not realistic and attainable 

· Resources not available to meet schedule 

· Schedule does not include time for fix after completion of tests 


	What do you mean by logistics risk events?
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	Logistics risk events may exist for the following reasons:

· Inadequate supportability late in development or after fielding, resulting in need for engineering changes, increased costs, and schedule delays 

· Design trade studies do not include supportability considerations 

· Life-cycle costs not accurate because of poor logistics supportability analyses 

· Logistics analyses results not included in cost-performance tradeoffs 


	
	What do you mean by management risk events?
	[image: image499.png]



open related information
ID: 3590 


	[image: image500.png]





	Date Added: 2002-10-09 12:20 pm 
Date Modified: 2002-10-09 12:21 pm 
	
Comment on this page. 


  




related information 23 of 32 


	Management risk events may exist for the following reasons:

· Acquisition strategy does not give adequate consideration to various essential elements, e.g., mission need, test and evaluation, technology, etc. 

· Subordinate strategies and plans are not developed in a timely manner or based on the acquisition strategy 

· Proper mix (experience, skills, stability) of people not assigned to PMMO or to contractor team 

· Effective risk assessments not performed or results not understood and acted upon 


	
	Is it important to have an established process for identifying Risk Events?
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	It is beneficial to have accepted practices within your organization to identify program risk events for the following reasons:

· Serves as a basis of understanding by all members of the program office 

· Helps to "institutionalize" the risk management process 

· Provides a basis for training 

· Allows process improvement

Sometimes it is effective to have brainstorming sessions with a representative body of individuals that covers a multitude of functional areas and aspects of the program. Different perspectives lead to identification of different risk events and therefore are more conclusive. 


	
	What is a recommended process used for identifying risk events?
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	The Defense Systems Management College Risk Management Guide recognizes four major steps involved with identifying risk events. The four steps are: 

1. List WBS product/process elements 

2. Examine each WBS element in terms of risk sources/areas 

3. Determine what could go wrong 

4. Compile a list of Risk Events 

This process is normally associated with establishing the baseline risk assessment and any subsequent formal review. One occasion that prompts use of this approach is the Integrated Baseline Review (IBR). Regarding the continuous nature of risk management, IPTs should constantly examine the WBS element for which they are responsible for risk events.


	
	Process for Identifying Risk Events: List WBS product/process elements
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	The first step in the process for identifying risk events is to get a current updated version of your programs Work Breakdown Structure (WBS) and list out all the product elements and their associated processes. 

The following questions will help you use your WBS to identify the product elements and thier associated processes.


	
	How do you examine and identify programs for risk events?
A practical way of addressing large and diverse numbers of risks within acquisition programs specifically, is to take program events and reduce them to a level of detail that permits the Integrated Product Team (IPT) or risk evaluator to understand significance of any risk and be able to identify possible causes of that risk. One way to do this is to use a Work Breakdown Structure (WBS).

In practical terms, this process means that each WBS element should be examined for risk events in each of the risk categories, i.e. threat, requirements, design, etc. 


	What are some WBS Assessment Techniques used to identify and list risk events?
There are two techniques that DoD, and Industry use in assessing risks based on Work Breakdown Structures. These techniques have been taken from the DAU Risk Management Guide:

· Product (Work Breakdown Structure (WBS)) Risk Assessment 

· Process (DoD 4245.7-M) Risk Assessment 


	What is the Product (Work Breakdown Structure (WBS)) Risk Assessment Technique?
This technique identifies those risks associated with a given system concept and design. The Work Breakdown Structure (WBS) is the starting point to describe contract work to be done and the resulting product and is the basis for determining risk events in each critical risk area. This technique is used to identify and analyze risks in the following critical risk areas that are associated with a product (WBS Element) or process: 

· Design and engineering, 

· Technology, 

· Logistics, 

· Production, 

· Concurrency, 

· Plus others as needed for both hardware and software. 


	What Design and Engineering elements can be evaluated for risk?
Elements that can be evaluated for risk in the critical risk area Design and Engineering include the following:

· Design/technology approach 

· Operational environments 

· External/Internal interfaces 

· Use of standard parts/program parts list 

· System/Subsystem critical design requirements 

· Integration requirements 

· Human-machine interfaces 

· Design growth capacity 

· Design maturity 

· Safety & Health hazards 

· Manpower, training and skill profiles 


	What Technology elements can be evaluated for risk?
DoD 5000.2R, Appendix 6, Technology Readiness Levels (TRL), addresses the question of technology maturity and readiness for insertion in a design. Technology Readiness Levels (TRLs) are a systematic metric/measurement system that supports assessments of the maturity of a particular technology and the consistent comparison of maturity between different types of technology. This approach has been used by NASA and has recently been adopted by DoD.

· TRL 1: Basic principles observed and reported 

· TRL 2: Technology concept and/or application formulated 

· TRL 3: Analytical and experimental critical function and/or characteristic proof-of-concept 

· TRL 4: Component and/or breadboard validation in laboratory environment 

· TRL 5: Component and/or breadboard validation in relevant environment 

· TRL 6: System/subsystem model or prototype demonstration in a relevant environment (ground or space) 

· TRL 7: System prototype demonstration in an actual environment 

· TRL 8: Actual system completed and "qualified" through test and demonstration 

· TRL 9: Actual system proven through successful mission operations 

Elements that can be evaluated for risk in critical risk area Technology include the following:

· Proprietary software or hardware versus Commercial Off the Shelf (COTS) 

· New or Unproven technologies 

· Hardware and software integration problems and incompatibilities 


	What Logistic elements can be evaluated for risk?
Elements that can be evaluated for risk in the critical risk area Logistics include the following:

· Operations and Maintenance concept 

· Systems diagnostic requirements 

· Repairability and Maintainability requirements 

· Supply support requirements 

· Built-in-test requirements 

· Support equipment requirements 

· Maintenance interfaces 

· Level of repair decisions 

· Training equipment design 


	What Testing elements can be evaluated for risk?
Elements that can be evaluated for risk in the critical risk area Testing include the following:

· Overall test approach, e.g. sufficient testing at low levels, adequacy, timeliness 

· Integrated tests 

· Qualification testing 

· Subsystem test units 

· Test environmental acceleration 

· Test support environment 

· Supportability test results 

· Employment of Modeling and Simulation 

· Data collection and analyses 


	What Production/Manufacturing elements can be evaluated for risk?
Elements that can be evaluated for risk in the critical risk area Production/Manufacturing include the following:

· Design producibility· Manufacturing capability requirements 

· Parts/assemblies availability 

· Special tooling/test equipment planning personnel availability 

· Process/Tooling proofing 

· Production equipment availability 

· Worker skill set 


	What Concurrency elements can be evaluated for risk?
Elements that can be evaluated for risk in the critical risk area Concurrency include the following:

· Program schedule adequacy 

· Development phases concurrency 


	How do I perform a Product (Work Breakdown Structure (WBS)) Risk Assessment? 
The first step is to review the Work Breakdown Structure (WBS) elements down to an appropriate level, and identify risk events. This review should consider the critical areas (design and engineering, technology, logistics) that may help to describe risk events. 

Using information from a variety of sources, such as program plans, prior risk assessments and expert interviews, the WBS elements are examined to identify specific risks in each critical area. 

The risk events are analyzed to determine probability of occurrence and consequences/impacts, along with any interdependencies and risk event priorities. Several techniques and tools are available to accomplish this, including, among others, technology assessments, modeling and simulation, hazard analysis, and fault tree analysis. 


	What is the Process (DoD 4245.7-M) Risk Assessment Technique?
This technique is used to assess (identify and analyze) program technical risks resulting from the contractor's processes. It is based on the application of the technical risk area templates found in DoD 4245.7-M. These templates describe the risk areas contained in the various technical processes (for example, design, test, production) and specify methods for reducing risks in each area. 

The premise of this approach is that by using "best practice" processes, developers will manage risk in their programs. That is good processes yield good products. 

This technique may be used independently, but is usually used in conjunction with other risk assessment techniques. When feasible, a Government-industry evaluation team should be formed early in the program to apply this technique.


	How do I perform a Process (DoD 4245.7-M) Risk Assessment?
The DoD 4245.7-M templates are used in conjunction with the contract requirements and specifications to identify those technical processes critical to the program and to establish a program baseline of contractor processes. 

When possible, the program baseline should be determined by evaluating actual contractor performance, as opposed to stated policy. This program baseline should then be compared to a baseline of industry-wide processes and practices that are critical to the program. The baseline should be developed by reviewing and compiling known best practices in use by various companies in both defense and non-defense sectors. 

One source of best practices information is the Program Manager's Work Station (PMWS), a series of personal computer expert systems designed to aid in the implementation of DoD 4245.7-M. The point of contact for the PMWS is the Best Manufacturing Practices Center of Excellence.

The differences between the two baselines are a reflection of the technical process risk present. 


	Is a Product (Work Breakdown Structure (WBS)) Risk Assessment the same as a DoD 4245.7M Assessment? 
No, a Product (Work Breakdown Structure (WBS)) risk assessment focuses on the product and the process (DoD 4245.7-M) technique addresses the contractor's engineering and manufacturing processes. 

The Product (WBS) risk assessment can be used independently, but should be done in conjunction with the Process (DoD 4245.7-M) Risk Assessment technique. That is, assessment teams must consider the processes associated with the WBS element to adequately assess the risk. 



	


	
	Process for Identifying Risk Events: Examine each WBS element in terms of risk sources/areas
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	The second step of the process entails evaluating your program's Work Breakdown Structure (WBS) and it's major elements for potential sources and areas of risks. It is also necessary to determine significant risks common to many problems. 

The questions below will help walk you through determining potential areas of risk.


	
	1. Determine typical risk sources/areas
Get the most recent updated version of your program work breakdown structure. Review each WBS element and conduct an analysis with the help of your Integrated Product Team (IPT) or risk evaluators to identify risk sources/areas. Typical risk sources/areas common to almost all programs include:

· Capability of Developer 

· Concurrency 

· Cost/Funding 

· Design 

· Environmental impact 

· Logistics 

· Management 

· Manpower 

· Modeling and Simulation (M&S) 

· Production/Facilities 

· Requirements 

· Schedule 

· Security 

· Systems engineering 

· Systems safety and health 

· Technology 

· Test and Evaluation (T&E) 

· Threat


	2. Determine significant risks for each risk source/area.
Conduct a thorough analysis of each risk source/area and identify significant or typical risk events that could occur. 

Your IPT or risk evaluation team should use brainstorming techniques and prior experiences to help identify risk events. It is often times advantageous to engage a Subject Matter Expert with insight and past experience in a similar program.


	What are significant risks for the Capability of the Developer?
Significant risks commonly found in the Capability of Developer risk area include:

· Developer has limited experience in specific type of development 

· Contractor has to initiate a major recruiting program to employ key personnel 

· The contract is significantly higher in scope than any performed previously 

· Contractor has poor track record relative to costs and schedule 

· Contractor experiences loss of key personnel. 

· Prime contractor relies excessively on subcontractors for major development efforts. 

· Contractor requires significant capitalization to meet program requirements. (Contractor could be having financial problems in other areas of it's business) 

· Management does not understand engineering processes 

· Poor relationship between Government PMO and contractor 


	What are significant risks for Concurrency?
Significant risks commonly found in the Concurrency risk source/area include:

· Immature or unproven technologies will not be adequately developed before production 

· Production funding will be available too early - before development efforts have sufficiently matured 

· Concurrency established without clear understanding of risks 

· No contingency plan exists if concurrency fails 


	What are significant risks for Cost/Funding?
Significant risks commonly found in the Cost/Funding risk source/area include:

· Realistic cost objectives not established early. 

· Marginal performance capabilities incorporated at excessive costs--performance tradeoffs not done. 

· Excessive life cycle costs due to inadequate treatment of support requirements. 

· Significant reliance on software 

· Funding profile does not match acquisition strategy 

· Funding profile not stable from budget cycle to budget cycle. 


	What are significant risks for Design?
Significant risks commonly found in the Design risk source/area include:

· Design implications not sufficiently considered in concept exploration. 

· System will not satisfy user requirements 

· Mismatch of user manpower or skill problems with system design solution or human machine interface problems 

· Increased skills or more training requirements identified late in the acquisition process 

· Design not cost effective. 

· Design relies on immature technologies or "exotic" materials to achieve performance objectives. 

· Software design, coding, and testing. 

· Inadequate design margins 

· Mission profile not considered in design 


	What significant risks exist in Environmental Impact?
Significant risks commonly found in the Environmental Impact risk source/area include:

· Poor Demilitarization and Disposal Planning 

· Flow down of requirements not properly conducted 

· Margins are inadequate 

· Mission profile not considered in design 


	What are significant risks for Logistics?
Significant risks commonly found in the Logistics risk source/area include:

· Inadequate supportability late in development or after fielding, resulting in need for engineering changes, increased costs, and/or schedule delays. 

· Life cycle costs not accurate because of poor logistics supportability analyses. 

· Design trade studies do not include supportability considerations. 


	What are significant risks for Management?
Significant risks commonly found in the Management risk source/area include:

· Acquisition strategy does not give adequate consideration to various essential elements. (For example - mission need, test and evaluation, technology etc) 

· Subordinate strategies and plans are not developed in a timely manner or based on the acquisition strategy 

· Proper mix (experience, skills, stability) of people not assigned to PMO or to contractor team. 

· Effective risk assessments not performed or results not understood and acted upon. 

 


	What are significant risks for Manpower?
Significant risks commonly found in the Manpower risk source/area include:

· A reduction in force can gaps in roles/responsibilities 

· Wrong personnel doing inappropriate work 

· Personnel not available when needed 

· Unrealistic productivity expectations 


	What are significant risks for Modeling and Simulation?
Significant risks commonly found in the Modeling and Simulation risk source/area include:

· Modeling and Simulation are not verified, validated, or accredited for the intended purpose. 

· Program lacks proper tools and modeling and simulation capability to assess alternatives. 

· Models or simulators are being modified concurrently with product development 


	What are significant risks for Production/Facilities?
Significant risks commonly found in the Production/Facilities risk source/area include:

· Production implications not considered during concept exploration. 

· Production not sufficiently considered during design. 

· Inadequate planning for long lead items and vendor support. 

· Production processes not proven. 

· Prime contractors do not have adequate plans for managing subcontractors. 

· Sufficient facilities not readily available for cost-effective production. 

· Contract offers no incentive to modernize facilities or reduce cost.


	What are significant risks for Requirements?
Significant risks commonly found in the Requirements risk source/area include:

· Operational requirements not properly established or vaguely stated. 

· Requirements are not stable. 

· Required operating environment not described. 

· Requirements do not address logistics and suitability. 

· Requirements are too constrictive - identify specific solutions that force high cost. 


	What are significant risks for Schedule?
Significant risks commonly found in the Schedule risk source/area include:

· Schedule not considered in trade-off studies. 

· Schedule does not reflect realistic acquisition planning. 

· Acquisition Program Baseline (APB) schedule objectives not realistic and attainable. 

· Resources not available to meet schedule. 

· Schedule and PPBS are not synchronized 


	What are significant risks for Security?
Significant risks commonly found in the Security risk a source/area include:

· Technology doesn't meet requirements for the DoD Information Technology Security Certification and Accreditation Process and interoperability and supportability. 

· Technology may not meet the security requirements of the ORD. 

· Security not considered early in the engineering process 

· No security experts on IPTs 

· Changes in the threat 

· Design decisions challenge security considerations, e.g. open systems architecture 


	What are significant risks for Systems Engineering?
Significant risks commonly found in the Systems Engineering risk source/area include:

· Lack of integrated architectures 

· Interoperability requirements not met 

· Lack of compliance with international standardization agreements 

· Assumption that designing to a standard guarantees interoperability 

· Survivability and mission assuredness of systems vulnerable to physical and electronic attack 

· Performance Specifications not met 

· Insufficient design review process 


	What are significant risks for Systems safety and health?
Significant risks commonly found in the Systems safety and health risk source/area include:

· Safety and health not considered early in the engineering process 

· Characteristics require excessive cognitive, physical, or sensory skills 

· Requirement of extensive training or workload-intensive tasks 

· Inability to manage the probability and severity of all hazards associated with development, use, and disposal of the system. 

· Inadequate design margins 


	What are significant risks for Technology?
Significant risks commonly found in the Technology risk source/area include:

· Program depends on unproven technology for success-there are no alternatives. 

· Program success depends on achieving advances in state of the art technology. 

· Potential advances in technology will result in less than optimal cost-effective system or make system components obsolete. 

· Technology has not been demonstrated in required operating environment. 

· Technology relies on complex hardware, software, or integration design. 

· Product and technology concurrent development 


	What are significant risks for Test and Evaluation?
Significant risks commonly found in the Test and Evaluation risk source/area include:

· Test planning not initiated early in program (phase 0). 

· Testing does not address the ultimate operating environment. 

· Test procedures do not address all major performance and suitability specifications. 

· Test facilities not available to accomplish specific tests, especially system-level tests. 

· Insufficient time to test thoroughly. 

· Inadequate testing at low-levels 


	What are significant risks for Threat?
Significant risks commonly found in the Threat risk source/area include:

· Changes in the threat 

· Uncertainty in threat accuracy. 

· Sensitivity of design and technology to threat. 

· Vulnerability of system to threat and threat countermeasures. 

· Vulnerability of program to intelligence penetration. 



	


	Process for Identifying Risk Events: Determine what could go wrong
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	In the third step of this process you should determine what could adversely affect each of the risk source/areas.It is necessary to identify root causes of risk events, and discuss the items in terms of hypothetical scenarios, and "what if" implications.

Engaging expertise from Subject Matter Experts with previous experience in similar programs are good resources to utilize, as well as; research, case studies and lessons learned of past programs can all help determine possibilities of things that could go awry.


	
	What questions should I ask to help me determine what could go wrong?
To help identify root causes of risk events, it is good to thoroughly explore the risk source/area element and follow up with exploratory questions such as:

· Who? 

· When? 

· Why? 

· How? 

· Where? 

It may be a good idea to consider "What if" implications. For example, here are a few to consider for cost, schedule, or performance impact:

· What if resources needed are not sufficient to perform this job/step? 

· What if things go wrong during this job/step? 

· What if the job/step/ is not completed as scheduled? 

Additionally, to help you compile a list of risk events; it may be beneficial to ask, hypothetical scenario questions such as: What about this risk source/area element could result in……."

· Personnel injury? 

· Damage to components or systems? 

· Damage to environment? 

· Significant increase in cost? 

· Significant extension in schedule? 

· Decreased quality? 

· Adverse impact to the customer? 

Advantages to doing these type exercises are that they may very well help identify additional significant risks that may not have been considered otherwise. A second advantage is thought dedicated to these areas can aid in development of mitigation strategies for the risk events at a later time.
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	The fourth and last step in the process involves the actual creation of a formal documented list of all the risk events identified and considered as events that could evolve to real risks.


	
	How do I formalize my List of Risk Events?
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	Once risk events have been compiled, it is important to formalize the risks in a way in which they can be communicated to the entire team. 

Some formal ways of documentation are the creation of a document called Identified Risk Events. Lists of Risk Events lists all the identified potential risk events that could possibly occur by major risk area classifications. You may also want to follow up after the identification process by creating Risk Information Forms (RIFs). A RIF can be created for each identified risk in order to allow for additional in-depth information and explanation of the identified risk event’s context.


	
	What do I do after I have compiled risk events?
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	The next step is to take the compiled list of risk events, analyze the root causes for likelihood and consequences, and determine a prioritized list of risks and a follow up “watch list”.

The prioritized list of risks is developed from your compiled list of identified risk events. You and your team members will need to develop a list of priorities within your list of risk events. You should formally review each risk event to rate and establish priorities for each risk based on your program’s rating criteria standards which include things such as probability and consequence. 

Your program may have other variables that it may use for risk rating criteria, which are normally determined by the Program Manager and Integrated Product Team. 

You may want to look at your Risk Management Plan to see what your program's risk-rating scheme is.


	
	Isn’t the prioritized list of risks the same as a “Watch List”?
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	A prioritized list of risks includes all the identified risk events sequenced by prioritization and rating criteria established by the program.

A Watch List is a high level list of those risk events that have the highest probability of occurring with the worse consequences or impacts to the program if they do occur.

The Watch List is usually a list of 3-10 risk items that have been deemed to deserve careful observation, tracking and monitoring.
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This Assessment Task is currently in development and will be available online in the near future. If you are interested in being notified when risk management content is published in the ACC, please join our community to be included in periodic site updates via email.
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This Assessment Task is currently in development and will be available online in the near future. If you are interested in being notified when risk management content is published on ACC, please join our community to be included in periodic site updates via email.
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This Assessment Task is currently in development and will be available online in the near future. If you are interested in being notified when risk management content is published on ACC, please join our community to be included in periodic site updates via email. 
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This Assessment Task is currently in development and will be available online in the near future. If you are interested in being notified when risk management content is published on ACC, please join our community to be included in periodic site updates via email. 
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This section will discuss how to create a Risk Information Form (RIF). The RIF document may also be referred to as: 

· Risk Information Sheet (RIS) 
· Risk Action Request 

· Risk Identification Form 

· Risk Form 

It is up to your program manager to decide which terminology will be adopted and used for your program.

A RIF is a common way of documenting data on programs when a potential risk event has been identified and should: 

· Record the results of all risk identification activities and risk assessments 
· Contain the information necessary for risk analysis 

· Be helpful in accomplishing risk aggregation and prioritization 

Update the RIF as new information becomes available through the execution of risk assessment, handling and monitoring functions.

The Related Information below will offer recommendations for data fields and descriptions for types of information that should be collected and recorded in the RIF. These are only recommendations made by the Defense Acquisition University and should be considered a baseline that may be modified to suit your program’s specific needs.

1 | 2  
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What is a Risk Information Form (RIF)?


What is the purpose of the Risk Information Form (RIF)?


When should you complete a Risk Information Form (RIF)?


When should you update the Risk Information Form (RIF)?


Who should complete a Risk Information Form (RIF)?


What type of information should be found in a Risk Information Form (RIF)?


The Risk Identification Number


The RIF Date Field


The RIF Priority Field


The RIF Risk Event Field


The RIF Major System /Component/ Functional Area Field


The RIF Category Field


The RIF Statement of Risk Field


The RIF Key Parameters Field


The RIF Assessment Field


The RIF Analysis Field


The RIF Process Variance Field


The RIF Probability of Occurence Field


The RIF Consequence Field


The RIF Time Sensitivity Field
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The RIF Other Effected Areas Field


The RIF Risk Handling Plans Field


The RIF Risk Monitoring Activity Field


The RIF Status Field


The RIF Assignment Field


The RIF Reported By: Field


Do all Risk Information Forms (RIFs) contain the same information?


What are some additional fields that could be used?


How are Risk Information Forms (RIFs) related to Risk Management Information Systems (RMIS)?


What is the Risk Management Information System (RMIS)?


What should a Program Manager (PM) consider when establishing a RMIS?


What is the difference between a Risk Management Information System (RMIS) and a Database Management System (DBMS)?
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	A Risk Information Form (RIF) is a document that serves as: 

· A source of data entry information 

· A report of basic information for the Integrated Product Teams (IPTs) 

The RIF should be used when a potential risk event is identified and will be updated as information becomes available through the execution of the assessment, handling, and monitoring functions.

The Risk Coordinator may use the RIF as a source for data entry if a database or electronic Risk Management System is to be used in your program.

A standard format should be designed for a RIF, so that consistent information may be obtained for the risk database.

The RIF document may also be referred to as: 

· Risk Information Sheet (RIS) 

· Risk Action Request 

· Risk Identification Form 

· Risk Form 

It is up to your program manager to decide which terminology will be adopted and used for your program
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	A Risk Information Form (RIF) gives the government and contractor members of the project team a format for reporting risk-related information. The Risk Information Form (RIF) serves as the detailed, written record of the information collected, the subsequent analysis and the risk handling method of a risk event. 
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	Risk handling is the process that identifies, evaluates, selects, and implements options in order to set risk at acceptable levels given program constraints and objectives. The following areas break the process of risk handling into small bits of information ranging from basic handling knowledge to risk handling job aids such as templates and examples.
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Risk Handling Fundamentals: In risk handling fundamentals you will find information explaining what is involved with risk handling, basic risk handling information, and the first steps required to begin successful risk handling.
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Risk Handling Tasks: Tasks involved in risk handling are explained and outlined in this area. Whether you are looking for basic information or examples of deliverables for each specific task, you will find it in risk handling tasks.
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Several years ago DoD formally recognized that risk is inherent in all programs and options exist for handling risks that go beyond the previously predominant choice of mitigation. 

The dictionary definition of mitigate is: “To make or become less severe or intense.” This suggests that mitigation deals with consequences only. DoD has chosen to use the broader term of “Risk handling.” It is an all-encompassing term that deals with consequences and likelihood. Risk mitigation is a subset of risk handling. 

Please select a category below.

· Basic Risk Handling. 

· Components of Risk Handling. 

· Steps in Risk Handling. 

· Risk Control. 

· Risk Avoidance. 

· Risk Assumption. 

· Risk Transfer. 
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	Risk monitoring is the process that systematically tracks and evaluates the performance of risk-handling actions against established metrics throughout the acquisition process and develops further risk-handling options, as appropriate. The following areas break the process of risk monitoring into small bits of information ranging from basic monitoring knowledge to risk monitoring job aids such as templates and examples.
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Risk Monitoring Fundamentals: In risk monitoring fundamentals you will find information explaining what is involved with risk monitoring, basic risk monitoring information, and the first steps required to begin successful risk monitoring.

 

 

[image: image622.png]



Risk Monitoring Tasks: Tasks involved in risk monitoring are explained and outlined in this area. Whether you are looking for basic information or examples of deliverables for each specific task, you will find it in risk monitoring tasks.
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	Risk Documentation is the process of recording, maintaining, reporting assessments, handling analysis and plans, and monitoring results. It includes all plans, reports for the Program Manager and decision authorities, and reporting forms that may be internal to the PMO. The following areas take the risk documentation process and offers basic documentation knowledge, associated tasks, job aids, templates and samples.
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Risk Documentation Fundamentals: In risk documentation fundamentals you will find information explaining how a primary criteria for successful management is formally documenting the ongoing risk management process. 
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Risk Documentation Tasks: Tasks involved in risk documentation are explained and outlined in this area.

 

 




