From DoD 5000.2-R:
C5.2.  Systems Engineering

The PM shall implement a sound systems engineering approach to translate approved operational needs and requirements into operationally suitable blocks of systems.  The approach shall consist of a top-down, iterative process of requirements analysis, functional analysis and allocation, design synthesis and verification, and system analysis and control.  Systems engineering shall permeate design, manufacturing, T&E, and support of the product.  Systems engineering principles shall influence the balance between performance, risk, cost, and schedule.

The systems engineering process shall:

Transform approved operational needs and requirements (see CJCS Instruction 3170.01B) into an integrated system design solution through concurrent consideration of all life-cycle needs (i.e., development, manufacturing, T&E, deployment, operations, support, training, and disposal).

Ensure the interoperability and integration of all operational, functional, and physical interfaces.  Ensure that system definition and design reflect the requirements for all system elements: hardware, software, facilities, people, and data; and

Characterize and manage technical risks.

Apply scientific and engineering principles, using the system security engineering process, to identify security vulnerabilities and minimize or contain information assurance and force protection risks associated with these vulnerabilities (see DoD 5200.1-M).

The following key systems engineering activities shall occur:

Requirements Analysis.  The PM shall work with the user to establish and refine operational and design requirements.  Together, they shall determine appropriate operational performance objectives, within affordability constraints.  Iterative requirements analyses shall accompany functional analysis/allocation to develop and refine system-level functional and performance requirements and external interfaces to facilitate the design of open systems.  These analyses shall allocate and balance interoperability requirements among systems that must interoperate successfully to satisfy all appropriate CRDs the proposed system falls under.  Anti-tamper requirements shall be expressly addressed.  Requirements analysis shall provide traceability among user requirements and design requirements.

Functional Analysis/Allocation.  Iterative functional analyses/allocations shall define successively lower-level functional and performance requirements, including functional interfaces and architecture to achieve open systems and facilitate the use of a PBBE.  Functional and performance requirements shall track with higher-level requirements.  System requirements shall be allocated and defined in sufficient detail to provide design and verification criteria to support the integrated system design.  System interface control requirements that are developed shall be documented.

Design Synthesis and Verification.  Design synthesis translates functional and performance requirements into design solutions that include alternative people, product, and process concepts and solutions, and internal and external interfaces.  Design solutions shall be sufficiently detailed to verify that open system performance requirements have been met.  Design verification shall include a cost-effective combination of design analysis, design M&S, and demonstration and testing.  Verification shall address design tools, products, and processes.

System Analysis and Control.  System analysis and control activities shall provide the basis for evaluating and selecting alternatives, measuring progress, documenting design decisions, and enabling and managing block deliveries under an evolutionary acquisition strategy.  They shall include the following:

Trade-off studies among requirements (operational, functional, and performance); design alternatives and their related manufacturing, testing, and support processes; program schedule; and life-cycle cost; at the appropriate level of detail to support decision making and lead to a proper balance between performance and cost.

The overall risk management effort shall include technology transition planning and shall establish transition criteria.

The establishment of a risk management process (including planning, assessment (identification and analysis), handling, and monitoring) to be integrated and continuously applied throughout the program, including, but not limited to, the design process.  The risk management effort shall address risk planning, the identification and analysis of potential sources of risks including but not limited to cost, performance, and schedule risks based on the technology being used and its related design, manufacturing capabilities, potential industry sources, and test and support processes; risk handling strategies, and risk monitoring approaches.  The overall risk management effort shall interface with technology transition planning, including the establishment of transition criteria for such technologies.

The maximum use of performance requirements for items identified as high pay-off for technology insertion.

A configuration management process to guide the system products, processes, and related documentation, and to facilitate the development of open systems.  The configuration management effort includes identifying, documenting, and auditing the functional and physical characteristics of an item; recording the configuration of an item; and controlling changes to an item and its documentation.  It shall provide a complete audit trail of decisions and design modifications.

An integrated data management system to capture and control the technical baseline (configuration documentation, technical data, and technical manuals); provide data correlation and traceability among performance requirements, designs, decisions, rationale, and other related program planning and reporting elements; facilitate technology insertion for affordability improvements during reprocurement and post-production support; support configuration procedures; and serve as a ready reference for the systems engineering effort.

Performance metrics to measure technical development and design, actual versus planned; and to measure meeting system requirements in terms of performance, cost, schedule, and progress in implementing risk handling.  Performance metrics shall be traceable to performance parameters identified by the operational user.

A verification (including test and measurement) effectiveness review process to demonstrate and confirm verification adequacy and compliance with specified requirements.

Interface controls to ensure all internal and external interface requirements changes are properly recorded and communicated to all affected configuration items.

A structured review process to demonstrate and confirm completion of required accomplishments and their exit criteria as defined in program planning.  Overall program planning shall include reviews to demonstrate, confirm, and coordinate progress.

The following paragraphs discuss other important design considerations.  Their impact on total system cost, schedule, and performance shall determine the extent of their consideration during, and their affect upon, the system design process.

C5.2.1.1.1.  Manufacturing and Production

Producibility of the system design shall be a development priority.  Design engineering efforts shall concurrently develop producible designs, capable manufacturing processes, and the necessary process controls to satisfy requirements and minimize manufacturing costs.  The PM shall use existing manufacturing processes whenever possible.  When the design requires new manufacturing capabilities, the PM shall consider process flexibility (e.g., rate and configuration insensitivity).

Full rate production of a system shall require a stable design, proven manufacturing processes, and available or programmed production facilities and equipment.

C5.2.1.1.2.  Modeling & Simulation (M&S)

The PM shall judiciously employ and reuse advanced M&S and related technologies.  The Department of Defense and industry shall collaborate to produce integration and interoperability capabilities spanning all acquisition functions and phases.  Expected results include improved acquisition program execution and superior acquired systems.

PMs shall leverage M&S and related technologies as part of the M&S approach supporting the acquisition strategy and program design.  They shall properly integrate M&S and related technologies throughout systems acquisition.  They shall identify and employ knowledge representation and communication techniques and procedures associated with the design, development, and life cycle of both the program and its system early in and throughout the program, as appropriate.

C5.2.1.1.2.1.  Planning the M&S Approach

The PM shall plan for and document the M&S approach as part of the acquisition strategy, and keep the approach current throughout the program life cycle.  Planning shall comply with the DoD Component implementing directives.

The PM shall accomplish the following:

Map M&S onto the design process to identify the core M&S development that the contractor or DoD Component Science & Technology element must address;

Identify which steps of the design process that M&S will accomplish or facilitate;

Make necessary investments to enable execution of the M&S approach, including early identification of and planning for required resources;

Integrate M&S efforts over the life cycle of the system, from requirements and concept development, through engineering, production, testing, sustainment, and post-production support;

Relate M&S to other acquisition activities such as Simulation Test and Evaluation Process, CAIV, and IPPD;

The appropriate Lead Executive Component Executive or Service Acquisition Executive (SAE) and T&E authorities shall approve the M&S approach.

C5.2.1.1.2.2.  M&S Standards.  M&S standards facilitate reuse, commonality, interoperability, and credibility.  Properly applied, M&S standards reduce cost by providing approved solutions to common problems.  As part of the M&S approach in the acquisition strategy, the PM shall identify and require contractors, where practicable, to use M&S standards, where they exist.  Examples of such standards encompass authoritative algorithms and models, interoperability standards for simulations and command and control systems, and data interchange standards.

C5.2.1.1.2.3.  Relationship of M&S and Testing.  The PM shall use both testing and M&S to evaluate the performance and maturity of the system under development.  In addition, the PM shall use M&S to predict the results of operational and live fire testing events prior to the conduct of those tests.  The PM shall focus the testing program on those tests with the highest expected payback in knowledge gained.  After the tests, the DoD Component M&S offices shall use test results to validate and mature the M&S tools and databases.

C5.2.1.1.2.4.  M&S Support of SBA.  Whenever and wherever possible throughout systems acquisition, the PM shall make effective use of M&S approaches to provide a robust analysis of system performance to compliment hardware-only T&E.  The PM shall use M&S to assess a system against design to threats and analyze to threats in those scenarios and areas of the mission space or performance envelope where testing cannot be performed, is not cost effective, or additional data is required.  These analyses are performed using validated M&S, and are supported by validated test data.

C5.2.1.1.3.  Quality

The quality management process shall be capable of the following key activities:

Establish capable processes;

Continuously improve processes;

Monitor and control critical processes and product variation;

Establish mechanisms for field product performance feedback; and

Implement an effective root-cause analysis and corrective action system.

The PM shall allow contractors to define and use a preferred quality management process that meets required program support capabilities.  The PM shall not require third party certification or registration of a supplier’s quality system.

C5.2.1.1.4.  Acquisition Logistics.  The PM shall conduct acquisition logistics management activities throughout the program life cycle.  When using an evolutionary acquisition strategy, acquisition logistics activities shall address performance and support requirements for both the total life cycle and for each block, and shall consider and mitigate the impact of system variants or variations.  The supportability of the design(s) and the acquisition of systems shall be cost-effective and shall provide the necessary infrastructure support to achieve peacetime and wartime readiness requirements.  Supportability considerations shall be integral to all trade-off decisions.

C5.2.1.1.4.1.  Supportability Analyses.  PMs shall conduct supportability analyses as an integral part of the systems engineering process, beginning at program initiation and continuing throughout the program life cycle.  The results of these analyses shall form the basis for the related design requirements included in the system performance specification and in the documentation of logistics support planning.  The results shall also support subsequent decisions to achieve cost-effective support throughout the system life cycle.  For products, this includes all new procurements and major modifications and upgrades, as well as reprocurement of systems, subsystems, components, spares, and services that are procured beyond the initial production contract award.  PMs shall permit broad flexibility in contractor proposals to achieve program supportability objectives.

C5.2.1.1.4.2.  Support Concepts.  The PM shall establish logistics support concepts (e.g., organic, two-level, three-level, contractor, partnering, etc.) early in the program and refine the concepts throughout program development.  TOC shall play a key role in the overall selection process.  Support concepts for all systems shall provide cost effective, total-life-cycle, logistics support.

C5.2.1.1.4.3.  Support Data.  Contract requirements for deliverable support and support-related data shall be consistent with the planned support concept, and shall represent the minimum essential requirements to cost-effectively maintain the fielded system and foster source of support competition throughout the life of the fielded system.  The PM shall coordinate government requirements for this data across program functional specialties to minimize redundant contract deliverables and inconsistencies.

C5.2.1.1.4.4.  Support Resources

Support resources, for both the total system over the expected life, and for each increment of introduced capability, are inherent to “full funding” calculations.  Therefore, support resources requirements shall be a key element of program reviews and decision meetings.  During program planning and execution logistics support, products and services shall be competitively sourced.  The PM shall consider embedded training and maintenance techniques to enhance user capability and reduce life-cycle costs.

The PM shall use DoD automatic test system (ATS) families or COTS components that meet defined ATS capabilities to meet all acquisition needs for automatic test equipment hardware and software.  Critical hardware and software elements shall define ATS capabilities.  The PM shall consider diagnostic, prognostic, system health management, and automatic identification technologies.  The PM shall base ATS selection on a cost and benefit analysis over the complete system life cycle.  Consistent with the above policy, the PM shall minimize the introduction of unique types of ATS into the DoD field, depot, and manufacturing operations.

C5.2.1.1.5.  Open Systems Design

PMs shall use a modular, standards-based architecture in the design of systems.  They shall identify key interfaces and define the system level (system-of-systems, system, subsystem, or component) at and above which these interfaces use various types of standards.  Preference shall be given to the use of open interface standards first, then to de facto interface standards, and finally to government and proprietary interface standards.  PMs shall report on their progress using open standards for key interfaces at both Milestones B and C.

PMs shall use an open systems approach to achieve the following objectives:

To adapt to evolving requirements and threats;

To accelerate transition from science and technology into acquisition and deployment;

To enhance modularity and facilitate systems integration;

To leverage commercial investment in new technologies and products;

To reduce the development cycle time and total life-cycle cost;

To ensure the system is fully interoperable with all systems with which it must interface, without major modification of existing components;

To achieve commonality and reuse of components among systems;

To provide users the ability to quickly and affordably interconnect and assemble existing platforms, systems, subsystems, and components as needed;

To maintain continued access to cutting edge technologies and products from multiple suppliers during initial procurement, reprocurement, and post-production support;

To mitigate the risks associated with technology obsolescence, being locked into proprietary technology, and reliance on a single source of supply over the life of a system;

To conduct business case analyses to justify decisions to enhance life-cycle supportability and continuously improve product affordability through technology insertion during initial procurement, reprocurement, and post-production support; and

To facilitate modular contracting.

C5.2.1.1.6.  Software Management.  The PM shall manage and engineer software-intensive systems using best processes and practices known to reduce cost, schedule, and performance risks.

C5.2.1.1.6.1.  General.  The PM shall base software systems design and development on systems engineering principles, to include the following:

Develop architectural based software systems that support open system concepts; exploit COTS computer systems products; and allow incremental improvements based on modular, reusable, extensible software;

Identify and exploit, where practicable, government and commercial software reuse opportunities before developing new software;

Select the programming language in context of the systems and software engineering factors that influence overall life-cycle costs, risks, and the potential for interoperability;

Use DoD standard data and follow data administrative policies in DoD Directive 8320.1;

Select contractors with domain experience in developing comparable software systems; with successful past performance; and with a mature software development capability and process.  Contractors performing software development or upgrade(s) for use in an ACAT I or ACAT IA program shall undergo an evaluation, using either the tools developed by the Software Engineering Institute (SEI), or those approved by both the DoD Components and the Deputy Under Secretary of Defense (Science and Technology) (DUSD(S&T)).  At a minimum, full compliance with SEI Capability Maturity Model Level 3, or its equivalent in an approved evaluation tool, is the Department's goal.  However, if the prospective contractor does not meet full compliance, risk mitigation planning shall describe, in detail, the schedule and actions that will be taken to remove deficiencies uncovered in the evaluation process.  Risk mitigation planning shall require PM approval.  DUSD(S&T) shall define Level 3 equivalence for approved evaluation tools.  The evaluation shall examine the business unit proposed to perform the work.  The reuse of existing evaluation results performed within a two-year period prior to the date of the government solicitation is encouraged.

Use a software measurement process in planning and tracking the software program, and to assess and improve the software development process and the associated software product.  Provide those measures to the appropriate OSD oversight office.  For example, MAIS PMs shall follow the process described in the Practical Software and System Measurement Guidebook (http://www.psmsc.com/).

Assess information operations risks (DoD Directive S-3600.1) using techniques such as independent expert reviews;

Prepare for life-cycle software support or maintenance by developing or acquiring the necessary documentation, host systems, test beds, and computer-aided software engineering tools consistent with planned support concepts; and by planning for transition of fielded software to the support/maintenance activity;

Track COTS software purchases and maintenance licenses; and

Structure a software development process that recognizes that emerging requirements will require modification to software over the life cycle of the system.  In order to deliver truly state-of-the-software, this process should allow for periodic software enhancements.

C5.2.1.1.6.2.  Software Spiral Development.  When acquiring software for a system, the PM shall plan a spiral development process for both evolutionary and single-step-to-full-capability acquisition strategies.  A cyclical, iterative build-test-fix-test-deploy process characterizes spiral development and yields continuous improvements in software.  Each software release draws upon the experience and lessons of previous releases.  The spiral development process shall accomplish the following:

Facilitate requirements changes resulting from operational mission needs, technology opportunities, experimentation results, and technology obsolescence.

Incorporate T&E of operational effectiveness, suitability, and supportability using experimentation, demonstration, rigorous testing, or certification.

The T&E process shall be continuous throughout the system life cycle and involve the user, contractor, program office, and test community.

The T&E process shall consider the near continuous nature of change in the baseline and use techniques such as regression testing to ensure that existing functionality has not been compromised.

The PM shall consider the risks and extent of change impacts to enable a cost-effective, yet rigorous T&E process.

Implement configuration, change, and data management.

Documented actual deployed capability provides the starting point for development of the next improvement release and provides a baseline for verification, training, etc.

The PM shall implement a configuration control board to include the user, program office, development contractor, integration contractor or agency, and any other critical stakeholder.

For legacy systems, the configuration control board shall include the appropriate support and sustainment organizations.

C5.2.1.1.6.3.  Review of Software-Intensive Programs.  An independent expert review team shall review programs and report on technology and development risk, cost, schedule, design, development, project management processes and the application of systems and software engineering best practices.  The team shall report their findings directly to the PM and the PEO or equivalent management official.  DUSD(S&T) shall manage the team, composed of a small group of software systems engineering and technology experts.

C5.2.1.1.6.4.  Software Security Considerations.  The following security considerations apply to software management:

A documented impact analysis statement, which addresses software reliability, shall accompany modifications to existing DoD software.

The PM shall establish formal software change control processes.

Software quality assurance personnel shall monitor the software change process.

An independent verification and validation team shall provide additional review.

The change control process shall indicate whether foreign nationals, in any way, participated in software development, modification, or remediation.

Foreign nationals employed by contractors/subcontractors to develop, modify, or remediate software code specifically for DoD use shall each have a security clearance commensurate with the level of the program in which the software is being used.

Primary vendors on DoD contracts may have subcontractors who employ cleared foreign nationals that work only in a certified or accredited environment (DoD Instruction 5200.40).

Software quality assurance personnel shall review DoD software with coding done in foreign environments or by foreign nationals for malicious code.

When employing COTS software, the contracting process shall give preference during product selection/evaluation to those vendors who can demonstrate that they took efforts to minimize the security risks associated with foreign nationals that have developed, modified, or remediated the COTS software being offered.

Software quality assurance personnel shall check software sent to locations not directly controlled by the Department of Defense or its contractors for malicious code when returned to the DoD contractor’s facilities.

C5.2.1.1.7.  Commercial, Off-the-Shelf (COTS) Considerations

When acquiring COTS software products or other commercial items, the PM shall implement a spiral development process (see subparagraph C5.2.3.5.6.2.).  In this context, integration may encompass the amalgamation of multiple COTS components into one deployable system (or block of a system) or the assimilation of a single COTS product (such as an enterprise resource planning system).  In either case, the PM shall ensure that the system co-evolves with essential changes to doctrine (for combat systems) or reengineered business processes (for combat support and IT systems).  The PM shall apply commercial item best practices.

No matter how much of a system is provided by commercial items, the PM shall engineer, develop, integrate, test, evaluate, deliver, sustain, and manage the overall system.  Using commercial items offers significant opportunities for reduced cycle time, faster insertion of new technology, lower life cycle costs, greater reliability and availability, and support from a more robust industrial base.  The keys to success involve thinking and acting as an informed consumer; planning for continuous evolution of the system; and maintaining a flexible posture throughout the life of the program.  The use of commercial items often requires changes in the way systems are conceived, acquired, and sustained, to include:

When purchasing a commercial item, the PM shall adopt commercial business practice(s).  The extent to which the DoD business practices match the business practices supported by commercial items determines the likelihood that the items will meet DoD needs.  It is likely, however, that a gap will exist—and the gap may be large.  Negotiation, flexibility, and communication on the part of the stakeholders, the commercial vendors, and the program manager are required.

The PM shall plan for robust evaluations to assist in fully identifying commercial capabilities, to choose between alternate architectures and designs, to determine whether new releases continue to meet requirements, and to ensure that the commercial items function as expected when linked to other system components.  In addition, evaluation provides the critical source of information about the trade-offs that must be made between the capabilities of the system to be fielded and the system architecture and design that makes best use of commercial capabilities.  Evaluating commercial items requires a focus on mission accomplishment, and matching the commercial item to system requirements.

The PM shall remain aware of and influence product enhancements with key commercial item vendors to the extent practical and in compliance with FACA.  Vendors are different from contractors and subcontractors; different practices and relationships are needed.  Vendors react to the marketplace, not the unique needs of DoD programs.  To successfully work with vendors, the PM shall adopt practices and expectations that are similar to other buyers in the marketplace.  Traditional DoD acquisition and business models are not sufficient for programs acquiring commercial items, as they do not take into account the marketplace factors that motivate vendors.

The PM shall engineer the system architecture and establish a rigorous change management process for life-cycle support.  Systems that integrate multiple commercial items require extensive engineering to facilitate the insertion of planned new commercial technology.  This is not a “one time” activity because unanticipated changes may drive reconsideration of engineering decisions throughout the life of the program.  Failure to address changes in commercial items and the marketplace will potentially result in a system that cannot be maintained as vendors drop support for obsolete commercial items.

The PM shall develop an appropriate T&E strategy for commercial items to include evaluating potential commercial items in a system test bed, when practical; focusing test beds on high-risk items; and testing commercial-item upgrades for unanticipated side effects in areas such as security, safety, reliability, and performance.

Programs are encouraged to use code-scanning tools, within the scope and limitations of the licensing agreements, to ensure both COTS and Government off-the-shelf software do not pose any information assurance or security risks.

C5.2.1.1.8.  Reliability, Availability, and Maintainability (RAM)

The PM shall establish RAM activities early in the acquisition cycle.  The PM shall develop RAM system requirements based on the ORD and TOC considerations, and state them in quantifiable, operational terms, measurable during DT&E and OT&E.  RAM system requirements shall address all elements of the system, including support and training equipment.  They shall be derived from, and support, the user's system readiness objectives.  Reliability requirements shall address mission reliability and logistic reliability.  Availability requirements shall address the readiness of the system.  Maintainability requirements shall address servicing, preventive, and corrective maintenance.

The PM shall plan and execute RAM design, manufacturing development, and test activities so that the system elements, including software, used to demonstrate system performance before the production decision reflect the mature design.  IOT&E shall use production representative systems, actual operational procedures, and personnel with representative skill levels.  To reduce testing costs, the PM shall utilize M&S in the demonstration of RAM requirements wherever appropriate.

This policy applies not only to the system, but also to technical manuals, spare parts, tools, and support equipment.

C5.2.1.1.9.  HSI.  For all programs regardless of ACAT, the PM shall initiate a comprehensive strategy for HSI early in the acquisition process to minimize ownership costs and ensure that the system is built to accommodate the human performance characteristics of the user population that will operate, maintain, and support the system.  The PM shall work with the manpower, personnel, training, safety and occupational health (see paragraph C5.2.3.5.10.), habitability, survivability, and HFE communities to translate the HSI thresholds and objectives in the ORD into quantifiable and measurable system requirements.  The PM shall include these requirements in specifications, the TEMP, and other program documentation, as appropriate, and use them to address HSI in the statement of work and contract.  The PM shall identify any HSI-related schedule or cost issues that could adversely impact program execution.

C5.2.1.1.9.1.  HFE.  The PM shall employ HFE during systems engineering (to include function allocation) to provide for effective human-machine interfaces.  Where practicable and cost effective, design efforts shall seek to reduce manpower and training requirements.  Design efforts shall minimize or eliminate system characteristics that require excessive cognitive, physical, or sensory skills; require extensive training or workload-intensive tasks; result in mission-critical errors; or produce safety or health hazards.

C5.2.1.1.9.2.  Habitability and Personnel Survivability.  The PM shall work with habitability and survivability representatives (see subparagraphs C2.8.5.4. and C5.2.3.5.12.) to set requirements for the physical environment and, if appropriate, essential personnel services (e.g., medical and mess) and minimum living conditions (e.g., berthing and personal hygiene) that have a direct impact on sustained mission effectiveness and recruitment and retention.

C5.2.1.1.9.3.  Manpower Initiatives.  The PM shall work with manpower and functional representatives to identify workload intensive tasks, process improvements, design options, or other initiatives to reduce manpower, improve the efficiency or effectiveness of support services, or enhance the cross-functional integration of support activities.

C5.2.1.1.9.4.  Personnel Initiatives.  The PM shall work with the personnel community and consider current personnel policy and recruitment trends when defining the human performance characteristics of the user population.  To the extent possible, systems shall not require special cognitive, physical, or sensory skills beyond that found in the specified user population.

C5.2.1.1.9.5.  Training.  As platform functions become increasingly automated, HSI shall match the cognitive processes of the operators and maintainers to the information processes of the platform.  Training subsystems, including training aids, devices, simulations, and simulators (commonly known as “TADSS”) and embedded training capability (where appropriate), shall evolve from being separate support functions into being an integral part of the platform’s information architecture.  The PM shall consider design options and emerging training technologies that can improve the users' performance and readiness, and reduce individual, collective, and joint training costs.  The PM shall maximize simulation-supported embedded training.  Training systems shall fully support and mirror the interoperability of the operational system.  The PM shall base training decisions on training effectiveness evaluations (see DoD Directive 1430.13).  The PM shall document manpower and training requirements as soon as possible after program initiation.

C5.2.1.1.10.  Environment, Safety, and Occupational Health (ESOH)

All programs, regardless of acquisition category and throughout their life cycle, shall comply with this section.  The PM shall ensure a system design that can be tested, operated, maintained, repaired, and disposed of in accordance with ESOH statutes, regulations, policies, and, as applicable, environmental treaties and agreements (collectively termed regulatory requirements) and the requirements of this section.

The PM shall prepare a PESHE document early in the program life cycle (usually Milestone B).  The PESHE shall identify ESOH risks, contain a strategy for integrating ESOH considerations into the systems engineering process, delineate ESOH responsibilities, and provide a method for tracking progress.  The PM shall use the PESHE to identify and manage ESOH hazards, and to determine how to best meet ESOH regulatory requirements.  The PM shall keep the PESHE updated over the system life cycle.

The PM shall conduct ESOH analyses as described below.  The PM shall provide details of these analyses, including supporting documentation, as part of the IPPD.

C5.2.1.1.10.1.  ESOH Compliance.  To minimize the cost and schedule risks over the system's life cycle that changing ESOH requirements and regulations represent, the PM shall regularly review ESOH regulatory requirements and evaluate their impact on the program’s life-cycle cost, schedule, and performance.

C5.2.1.1.10.2.  National Environmental Policy Act (NEPA).  The PM is responsible for and shall comply with the NEPA (42 U.S.C. 4321-4370d) and implementing regulations, 40 C.F.R. 1500-1508, and E.O. 12114, as applicable.  The PM shall complete any analysis and documentation required under either NEPA or E.O. 12114 before the appropriate official may make a decision to proceed with a proposed action that may affect the human environment.  The PM shall document the decision before implementing the proposed action.  The PM shall include an appropriate completion schedule for NEPA and E.O. 12114 compliance in the acquisition strategy.  The PM shall prepare NEPA and E.O. 12114 documentation in accordance with the DoD Component implementation regulations and guidance.  The CAE (or, for joint programs, the CAE of the Lead Executive Component), or designee, is the final approval authority for system-related NEPA and E.O. 12114 documentation.  The PM shall forward a copy of final NEPA documentation to the Defense Technical Information Center for archiving.

C5.2.1.1.10.3.  Safety and Health

The PM shall identify and evaluate safety and health hazards, define risk levels, and establish a program that manages the probability and severity of all hazards associated with development, use, and disposal of the system.  The PM shall use and require contractors to use the industry and DoD standard practice for system safety, consistent with mission requirements.  This standard practice manages risks encountered in the acquisition life cycle of systems, subsystems, equipment, and facilities.  These risks include conditions that create significant risks of death, injury, acute/chronic illness, disability, and/or reduced job performance of personnel who produce, test, operate, maintain, support, or dispose of the system.

The following policy applies to the acceptance of risk:

The PM shall formally document each management decision accepting the risk associated with an identified hazard.

“High Risk” hazards shall require CAE approval (Lead Executive Component authority prevails for joint programs).

The acceptance of all risks involving explosives safety (see subparagraph C5.2.3.5.10.9.) shall require the appropriate risk acceptance authority to consult with the DoD Component’s technical authority managing the explosives safety program.

“Serious Risk” hazards shall require PEO approval.

“Medium Risk” and "Low Risk" hazards shall require PM approval.

Pub. L. 91-596 (1990) makes Federal Occupational Safety and Health Act standards and regulations applicable to all federal (military or civilian) and contractor employees working on DoD acquisition contracts or in DoD operations and workplaces.  In the case of military-unique equipment, systems, operations, or workplaces, Federal safety and health standards, in whole or in part, shall apply to the extent practicable.

Hazardous Materials Management

The PM shall establish a hazardous material management program consistent with eliminating and reducing the use of hazardous materials in processes and products (E.O.).  The PM shall evaluate and manage the selection, use, and disposal of hazardous materials consistent with ESOH regulatory requirements and program cost, schedule, and performance goals.  Where the PM cannot avoid using a hazardous material, he or she shall develop and implement plans and procedures for identifying, minimizing use of, tracking, storing, handling, packaging, transporting, and disposing of such material.

As alternate technology becomes available, the PM shall replace hazardous materials in the system through changes in the system design, manufacturing, and maintenance processes, where technically and economically practicable.  To minimize costs, the PM shall, whenever possible, work with the contractor and other PMs to identify and test mutually acceptable alternatives.  DCMA shall coordinate this effort at contractor facilities under its cognizance.  Where the Supervisor of Shipbuilding, Conversion, and Repair (SUPSHIP) provides contract management, the PM shall coordinate with SUPSHIP.  The Contract Management Office, working in conjunction with the PM and IPT, shall help identify technical requirements, coordinate PM funding strategies, administer evaluation activities, and implement solutions.

C5.2.1.1.10.4.  Pollution Prevention

The PM shall identify and evaluate environmental and occupational health hazards and establish a pollution prevention program.  The PM shall identify the impacts of the system on the environment during its life (including disposal), the types and amounts of pollution from all sources (air, water, noise, etc.) that will be released to the environment, actions needed to prevent or control the impacts, ESOH risks associated with using the new system, and other information needed to identify source reduction, alternative technologies, and recycling opportunities.  The pollution prevention program shall serve to minimize system impacts on the environment and human health, as well as environmental compliance impacts on program TOC.  A fundamental purpose of the pollution prevention program is to identify and quantify impacts, such as noise, as early as possible during system development, and to identify and implement actions needed to prevent or abate the impacts.

In developing contract documents such as work statements, specifications, and other product descriptions, PMs shall eliminate the use of virgin material requirements, as practicable.  They shall consider using recovered materials and reusable products.  They shall further consider life-cycle costs, recyclability, the use of environmentally preferable products, waste prevention (including toxicity reduction or elimination), and disposal, as appropriate.  (FAR 11.002 and E.O. 13101)

C5.2.1.1.10.5.  Explosives Safety.  All acquisition programs that include or support munitions, explosives, or energetics shall comply with DoD explosives safety requirements.  The PM shall establish an explosives safety program that ensures that munitions, explosives, and energetics are properly hazard classified, and safely developed, manufactured, tested, transported, handled, stored, maintained, demilitarized, and disposed.  The PM shall evaluate and manage the use and selection of energetic materials and the design of munitions and explosive systems to reduce the possibility and the consequences of any munitions or explosives mishap and to optimize the trade-off of munitions reliability against unexploded ordnance liability.

C5.2.1.1.11.  Interoperability.  All acquisition programs shall satisfactorily address interoperability and integration.  Users shall specify, and the appropriate authority shall validate, thresholds and objectives during the requirements generation process.  The Joint Staff shall certify interoperability requirements.  These requirements shall span the complete acquisition life cycle for all acquisition programs.  Interoperability and supportability of IT acquisition program systems, including NSS, shall comply with DoD Directive 4630.5, DoD Instruction 4630.8, and CJCS Instruction 6212.01B.  (Pub. L. 104-106 (1996) and 44 U.S.C. 3506)

C5.2.1.1.11.1.  IT Design Considerations.  Available mission area (i.e., joint mission area and/or business/administrative mission areas) integrated architectures shall be used to develop IT, including NSS, interoperability requirements.  The Joint Operational Architecture and the JTA shall serve as the foundation for evolutionary development of these mission area integrated architectures.  Mission area integrated architectures shall state IT, including NSS, interoperability requirements in a family-of-systems mission area context.  The user shall derive IT, including NSS, family-of-systems information exchange requirements (IERs) from the operational IERs of the mission area integrated architecture.  During the requirements generation process, users shall develop interoperability KPPs in accordance with DoD Directive 4630.5, DoD Instruction 4630.8, CJCS Instruction 3170.01B, and CJCS Instruction 6212.01B for all CRDs and ORDs.  The DoD Components shall incorporate the IERs into the C4ISP (see Appendix 5).

C5.2.1.1.11.2.  DoD Joint Technical Architecture (JTA).  Implementation of the JTA is the use of applicable standards cited as mandated in the JTA.  The implementation of the JTA is required for all new, or changes to existing, IT, including NSS.  If the use of a JTA-mandated standard will negatively impact cost, schedule, or performance, a DoD CAE or cognizant OSD PSA may grant a waiver from use.  For mission critical or mission essential programs, all granted waivers shall be submitted through ASD(C3I)/DoD CIO to USD(AT&L) for review.  If no response is received within 2 weeks of the date of receipt, concurrence can be assumed.  To assure proper and timely consideration, all requests for a waiver shall state the cost, schedule, and performance impacts that will occur if the waiver is not granted, and any resulting operational limitations.

C5.2.1.1.11.3.  Other than IT Design Considerations.  Consistent with the interoperability KPP, the proposed system shall functionally operate with other systems, units, or forces, to include U.S. and U.S. coalition partners; allow appropriate training with other systems, units, or forces; physically integrate with other systems, units, or forces (considering chemical, mechanical, electrical, etc. interfaces); provide services to and accept services from other systems, units, or forces; and use the exchanged services and physical integration to operate effectively together.

C5.2.1.1.11.4.  Standardization Considerations.  Standardization advances interoperability through commonality of systems, subsystems, components, equipment, data, and architectures.  The PM shall balance decisions to use standard systems, subsystems, and support equipment, against specific mission requirements (including corresponding information system elements that perform critical essential, or support functions with each mission area), technology growth, and cost effectiveness.  The PM shall comply with the policy on military specifications and standards in paragraph C5.3.2.  PMs shall consider compliance with international standardization agreements, such as the NATO Standardization Agreements, or the agreements of the Air Standards Coordinating Committee or American-British-Canadian-Australian Armies.  The PM shall identify any international standardization agreements or U.S. implementing documents that apply to the program early in the design process to ensure interoperability with allied systems and equipment.  The PM shall employ systems engineering analysis if compliance with the JTA or other international standardization agreements and/or other standards does not provide sufficient interoperability to satisfy user requirements.

C5.2.1.1.12.  Survivability.  Unless waived by the MDA, mission-critical systems, including crew, regardless of ACAT, shall be survivable to the threat levels anticipated in their projected operating environment as portrayed in the System Threat Assessment.  Design and testing shall ensure that the system and crew can withstand man-made hostile environments without the crew suffering acute chronic illness, disability, or death.

The PM shall fully assess system and crew survivability against all anticipated threats at all levels of conflict, early in the program, but in no case later than entering system demonstration or equivalent.  This assessment shall also consider fratricide and detection.  If the system or program has been designated by DOT&E, for LFT&E oversight (see section C3.8.), the PM shall integrate the T&E used to address crew survivability issues into the LFT&E program supporting the Secretary of Defense LFT&E Report to Congress (see paragraph C3.11.2.) (10 U.S.C.).

The PM shall establish and maintain a survivability program throughout the system life cycle to attain overall program objectives.  The program shall stress early investment in survivability enhancement efforts that improve system operational readiness and mission effectiveness by:

Providing threat avoidance capabilities (low susceptibility);

Incorporating hardening and threat tolerance features in system design (low vulnerability);

Providing design features to reduce personnel casualties resulting from damage to or loss of the aircraft (casualty reduction);

Maximizing wartime availability and sortie rates via operationally compatible threat damage tolerance and rapid reconstitution (reparability) features;

Minimizing survivability program impact on overall program cost and schedule; and,

Ensuring protection countermeasures and systems security applications are defined for critical component's vulnerability to validated threats for systems survivability, including conventional or nuclear advanced technology weapons; nuclear, biological, or chemical contamination; and EW threats.

C5.2.1.1.13.  Mission Assuredness.  The PM shall consider survivability and mission assuredness of systems vulnerable to physical and electronic attack.  Security, survivability, and operational continuity (i.e., protection) shall be considered as technical performance requirements as they support achievement of other technical performance aspects such as accuracy, endurance, sustainability, interoperability, range, etc., as well as mission effectiveness in general (see section C6.6.).  The PM shall include the considerations in the risk benefit analysis of system design and cost.  Users shall be familiar with critical infrastructure protection and space control requirements, and account for necessary hardening, redundancy, backup, and other physical protection measures in developing system and family-of-system requirements.

C5.2.1.1.14.  Information Assurance Requirements.  The PM shall incorporate information assurance requirements into program design activities to ensure availability, integrity, authentication, confidentiality, and non-repudiation of critical system information.  The PM shall consider the restoration of information systems by incorporating protection, detection, and reaction capabilities during system design.  All automated information systems shall meet the security requirements of DoD Directive 5200.28 and the accreditation requirements of DoD Instruction 5200).

C5.2.1.1.15.  Anti-Tamper Provisions.  Anti-tamper activities encompass the system engineering activities intended to prevent and/or delay exploitation of critical technologies in U.S. systems.  These activities involve the entire life cycle of systems acquisition, including research, design, development, testing, implementation, and validation of anti-tamper measures.  Properly employed, anti-tamper measures will add longevity to a critical technology by deterring efforts to reverse-engineer, exploit, or develop countermeasures against a system or system component.

The PM shall develop and implement anti-tamper measures for all programs in accordance with the determination of the MDA as documented in the anti-tamper annex to the program protection plan.  Anti-tamper capability, if determined to be required for a system, must be reflected in the systems specifications, integrated logistics support plan, and other program documents and design activities.  Because of its function, anti-tamper should not be regarded as an option or a system capability that may later be traded off without a thorough operational and acquisition risk analysis.  To accomplish this, the PM shall identify critical technologies, identify system vulnerabilities, and, with assistance from counter-intelligence organizations, perform threat analyses to the critical technologies.  The PM shall research anti-tamper measures and determine which best fit the performance, cost, schedule, and risk of the program.

The PM shall plan for post-production anti-tamper validation of end items.  The Department’s anti-tamper executive agent shall execute the validation plan approved by the MDA and report results to the SAE and USD(AT&L).

� Not applicable to ACAT IA programs.





