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Abstract This paper presents a risk management process recently implemented by the government on a large-scale, multi-billion dollar, information system upgrade.  The major features of this process are described.  This includes how risks are identified, how the potential impacts of risks are assessed as a function of multiple evaluation criteria, and how identified risks are scored to produce a most-to-least critical risk ranking.  In addition, methods are described for evaluating risk mitigation progress and visually displaying risk status to decision-makers.  The paper concludes with a summary of best practice considerations and recommendations. 

1.0 Introduction

Managing the development or modernization of today’s information systems requires careful attention to risk.  Inadequate attention to risk, especially at the early stages of a project, is often the reason behind cost overruns, schedule delays, and poor technical performance. [1]

Recently, a government agency embarked on a large scale, multi-billion dollar, upgrade to a suite of information processing systems.  For purposes of this paper, this effort will be referred to as the IS upgrade project.  This project is a sequential upgrade to an enterprise-wide family of data processing systems.  As such, an enterprise-wide process for managing risk was recognized as essential to the success of the effort.  This paper describes the major features of the risk management process designed for this upgrade.  Key features discussed include how risks are identified and risk statements written, how the potential impacts of risks are assessed, and how risks are characterized so a most-to-least critical risk ranking is produced.  In addition, displays designed for management to track risk priority as a function of their potential impacts, occurrence probabilities, and mitigation status are presented.  The paper concludes with a summary of best practice considerations and recommendations.  

2.0 Process Overview

In general, risk management is a process focused on the identification and management of events that could negatively affect projects, programs, or the enterprise.  Formally, risk is the probability an unfavorable event occurs [1, 2].  From a project management perspective, risk is a measure of a project’s inability to achieve its objectives within specified constraints [1].  Constraints may include cost, schedule, and technical performance objectives.  Traditionally, risk is measured according to two components: the probability of failing to achieve specified objectives and the impact of failing to achieve those objectives [1].

The risk management process designed for the IS upgrade project is characterized by the six elements shown in figure 1.  This process is iterative and continuously performed throughout the duration of the project.  The first three elements address the risk analysis aspects of the process.  The last three address the risk management aspects of the process.  The following briefly defines these elements.

Identify Risks: Risk identification is the critical first step of the risk management process.  Risk identification defines the set of events that could have an unwanted impact on the project’s cost, schedule, or technical performance requirements.  The objectives of risk identification are to enumerate known project risks and, in so doing, identify risks not immediately evident to the project team.  Dependencies among risks must also be identified, since the risk of failing to achieve one objective often impacts the ability to achieve others [1].
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Figure 1.  Risk Management Process Elements ( IS Upgrade Project

Analyze Risks: This element is focused on assessing the probability that each identified risk will occur, the severity of its impact to the project (if the risk does occur), and the timeframe when the risk’s impact will be felt on the project.

Prioritize Risks: This element is focused on determining the relative rank-order of the identified risks.  A “most-to-least critical” risk ranking is computed as a function of each risk’s potential impacts to the IS upgrade project.  This ranking provides an input to management on where resources may be needed to manage, or mitigate, potentially high impact risks.

Develop Management Plans: After the project’s risks have been analyzed, a management plan is developed for each risk.  Like the previous elements of the risk management process, risk management planning is a continuous process that includes the regular monitoring of risk handling actions in terms of status and completion dates.  The risk management planning process must identify what actions are needed, when these actions must be completed, and who is responsible for their implementation and resolution. 

Evaluate Progress: This element of the process is focused on assessing the progress of the risk-handling actions defined in a risk’s management plan.  Here, the primary contact for managing the identified risk is responsible for evaluating, and reporting to management, the overall progress of the risk management plan.  

Reevaluate Risk Exposure: This activity involves continuing efforts to identify and assess new risks and exposures and to reevaluate existing risks and changes in previously understood exposures as the project progresses.  The intent of this activity is to look towards the next set of key project events and to identify specific risks that may occur. 

Editorial considerations preclude a full discussion of the procedures designed and implemented for each process element in figure 1.  Thus, the following summarizes the key procedural features of just the first three elements of this process.  Details on the procedures for all six elements, as they were implemented on the IS upgrade project, is available by contacting the author.

3.0 Procedural Details

This section presents a high-level summary of the procedures designed for the Identify Risk, Analyze Risk, and Prioritize Risk elements of the process shown in figure 1.  In addition, displays designed for management to track risk priority as a function of their potential impacts, occurrence probabilities, and mitigation status are presented.

3.1 Identify Risk…“You can only manage the risks you identify”

Mentioned previously, risk identification is the critical first step of the risk management process.  Risk identification defines the set of events that could have an unwanted impact on the IS upgrade project’s cost, schedule, or technical performance requirements.  All project stakeholders have the responsibility to assist in the identification, validation, and eventual resolution of risk.

Risks are identified and validated through systematic engineering analyses, as well as by the application of observation, judgment, and experience.  Risk identification efforts include reviews of written materials and interviews with subject experts in specific areas of the project.  Working sessions are regularly held, with key team members and experienced personnel, to review and validate all identified risks.  

The IS upgrade staff regularly review a set of risk checklists [3] to aid in their identification of project risks.  These lists have been developed from government and industry experiences in managing risks on similar projects.  They provide an independent source for comparing a set of identified risks against those known to have occurred in the past.

Writing the Risk Statement: Identified risks are described and communicated to management in the form of risk statements.  A risk statement provides the clarity and descriptive information required for a reasoned and defensible assessment of the risk’s occurrence probability and areas of impact.  A well-written risk statement contains two components.  They are a statement of the Condition Present and the Associated Risk Event (or events).   

Example 1: Risk Statement  “A large part of the software must now be written in C++; the time required to train the development team in C++ will extend the project’s schedule by 3 months”.

Here, the Condition Present is {A large part of the software must now be written in C++}; the Associated Risk Event is {the time required to train the development team in this language will extend the project’s schedule by 3 months}.  

In a risk statement, the Condition Present is itself an event; it is an event that has occurred or is presently occurring.  Associated Risk Events are future events that might occur because of the Condition Present.  

The Condition Present acts as the departure point from which one or more Associated Risk Events may originate.  Example 2 illustrates how three risk events A1, A2, and A3 originate from a single condition.  

Example 2: Condition Present {Version 1.0 (v1.0) of the enterprise system architecture is not yet defined; furthermore, the schedule required to deliver the architecture is highly compressed and not synchronized to the major funding and review milestones of the systems being upgraded to comply to this architecture}.

Risk Events
A1 = {Milestone funding and review schedules for each system being upgraded will slip by more than 3 months due to the time required for them to properly apply and demonstrate compliance to the v1.0 architecture}.

A2 = {Once v1.0 is delivered, the current designs of the systems being upgraded may be inadequate to support the interoperability requirements of users}.

A3 = {The systems being upgraded may design functionality that is significantly less in scope than v1.0 will require}.

Writing a risk statement according to the formalism described above, enables management to clearly see the source and the nature of the risk. This improves the team’s ability to properly analyze the risk, make reasoned assessments of occurrence probabilities, and select appropriate risk management strategies.  

Outputs from the risk identification procedures are summarized below.  On the IS upgrade project, these outputs are recorded in the Identify Risks Segment of the project’s Risk Analysis Worksheet (RAW) illustrated in table 1.   

	Risk Analysis Worksheet (RAW)…Identify Risks Segment
IS Upgrade (ISU)

	Identify Risks

	Risk ID
	Risk ID Date
	Risk Identifier/Name
	Risk Statement

	ISU.001
	12/00
	Software development in C++
	e.g., A large part of the software must now be written in C++; the time required to train the development team in C++ will extend the project’s schedule by 3 months.

	ISU.002
	01/01
	Architecture definition
	Refer to example 2

	ISU.003
	(
	(
	(


Table 1.  Risk Analysis Worksheet: Identify Risk Segment (Sample)

3.2 Analyze Risk

On the IS upgrade project, risks are analyzed according to three criteria.  These are the probability that each identified risk will occur, the impacts to the project if the risk occurs, and the timeframe when the risk’s impact will be felt on the project.  The following presents each criterion as it was defined for this project.  

Criterion: Probability

In project risk management, an assessment of a risk event’s probability of occurrence often reflects an expert’s (or a team’s) best judgment.  In this context, a risk event’s probability is a subjective probability reflecting a subject expert’s degree of belief that the risk event is, or is not, likely to occur.  Subjective probabilities are conditional on the state of the subject expert’s knowledge, which changes with time.  Subjective probabilities are valid measures of the chance of an event, provided their application is consistent with the rules of classical probability [2].   
There is a direct technical linkage between the subjective assessment of this probability and the need to do so within the Condition-Associated Risk Event formalism of the risk statement.  Stated previously, the Condition Present in a risk statement represents the event that has occurred.  The associated risk event represents a future event that may occur.  When we assess the probability a risk may occur, we are technically assessing a conditional probability; that is, 
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where, A is the Associated Risk Event and B is the Condition Present.   Table 2 [4, 5] provides a guide for assessing risk event probabilities.

	Risk Event Probability
	Interpretation
	Rating

	> 0 - ( 0.05
	Extremely sure not to occur
	Low

	> 0.05 - ( 0.15
	Almost sure not to occur
	Low

	> 0.15 - ( 0.25
	Not likely to occur
	Low

	> 0.25 - ( 0.35
	Not very likely to occur
	Low

	> 0.35 - ( 0.45
	Somewhat less than an even chance
	Medium

	> 0.45 - ( 0.55
	An even chance to occur
	Medium

	> 0.55 - ( 0.65
	Somewhat greater than an even chance
	Medium

	> 0.65 - ( 0.75
	Likely to occur
	High

	> 0.75 - ( 0.85
	Very likely to occur
	High

	> 0.85 - ( 0.95
	Almost sure to occur
	High

	> 0.95 - < 1
	Extremely sure to occur
	High


Table 2.  Subjective Probability Assessment Guide [4]

A risk event that is certain not to occur has, by definition, probability equal to zero.  In this case, we say the risk event does not exist.  Table 2 does not assign a categorical rating (i.e., High, Medium, or Low) to a risk event that is certain not to occur.  A risk event that is certain to occur has, by definition, probability equal to one.  In this case, we say the event is no longer a risk; on the IS upgrade, it is considered an issue that presently exists on the project.  Table 2 does not assign a categorical rating (i.e., High, Medium, or Low) to a risk event that is certain to occur.

Criterion: Impact

Each risk on the IS upgrade project is characterized in terms of its potential effects on the cost, schedule, and technical performance of the project.  Table 3 presents these definitions, which were developed by project personnel.

	Area of Impact     
	Definition

	Cost
	This impact area refers to a risk’s potential effect on the overall budgeted cost of the IS upgrade project.  The cost impact area should include considerations for the impact of risk on continued agency funding.

	Schedule
	This impact area refers to a risk’s potential effect on the IS upgrade project’s schedule.

	Technical Performance
	This impact area refers to a risk’s potential effect on the ability of the IS upgrade project to achieve its overall functional and/or operational performance requirements.  The technical performance impact area includes considerations for the impact of risk on Integration and Interoperability and Dependencies.


 Table 3.  Areas of Impact for IS Upgrade Project Risks

In theory, it is desirable to assess these areas of impact quantitatively.  In practice, this is difficult to do in an accurate or timely manner.  Furthermore, the impact of risk on a project’s technical performance is difficult to express in a common unit or dimension.  Thus, risk impact assessments on the IS upgrade project are made on the basis of carefully defined qualitative ratings, as specified by the project team.  These ratings are then mapped into an equivalent numerical value (or score)*.  For each area of impact, defined by the IS upgrade project, the following tables present the rating categories, their associated definitions, and their equivalent numerical values (or scores).  

	Rating
	Definition
	Equivalent Numerical Value

	Severe
	An event whose occurrence will impact the project’s cost (and/or schedule) so severely that the project will be terminated.
	1

	High
	An event that, if it occurs, will cause significant cost (and/or schedule) increases (e.g., increases of more than 5 percent) on the project.
	Defaults: 0.65, 0.83, 0.95

Range: 0.65 < Allowable Value < 1 

	Moderate
	An event that, if it occurs, will cause noticeable cost (and/or schedule) increases (e.g., increases of not more than 5 percent) on the project.
	Defaults: 0.35, 0.50, 0.60

Range: 0.35 < Allowable Value < 0.65

	Low
	An event that, if it occurs, will cause small cost (and/or schedule) increases that, in most cases, can be absorbed by the project.   
	Defaults: 0.05, 0.18, 0.30

Range: 0 < Allowable Value < 0.35

	None
	An event that, if it occurs, will cause no impact to cost (and/or schedule) of the project.  
	0


Table 4.  Cost/Schedule Impact Ratings and Definitions

	Rating
	Definition
	Equivalent Numerical Value

	Severe
	An event whose occurrence will impact the project’s technical performance so severely that the project will be terminated.
	1

	High
	An event that, if it occurs, will cause significant change to the project’s technical architecture and/or a significant loss of required functionality and/or a significant loss in required operational performance.  Minimum acceptable requirements will not be achieved.
	Defaults: 0.65, 0.83, 0.95

Range: 0.65 < Allowable Value < 1 

	Moderate
	An event that, if it occurs, will cause modest change to the project’s technical architecture and/or a modest loss of some non-critical functionality and/or a modest loss of some non-critical operational performance requirements.  Minimum acceptable requirements will be achieved.
	Defaults: 0.35, 0.50, 0.60

Range: 0.35 < Allowable Value < 0.65

	Low
	An event that, if it occurs, will cause small (if any) change to the project’s technical architecture and/or little-to-no loss of required functionality and/or little-to-no loss in required operational performance.     
	Defaults: 0.05, 0.18, 0.30

Range: 0 < Allowable Value < 0.35

	None
	An event that, if it occurs, will cause no impact to the project's technical architecture, required functionality, or required operational performance.  
	0


Table 5.  Technical Performance Impact Ratings and Definitions

Tables 4 and 5 provide three default values for all but the Severe rating.  The low default values are used to represent situations where a risk event “just crosses over” into a higher rating category.  For instance, if a risk to the IS upgrade project has just over a 5 percent impact on its cost then it might be given a score of 0.65.  However, if a risk to the project has a 10 percent impact on its cost then it might be given a score of 0.95 (or higher).

Criterion: Timeframe 

A timeframe is assessed for each identified risk.  Risk timeframe refers to the time during which a risk, if it occurs, will impact the project.  This rating is assessed according to the project-defined guideline in table 6.

	Rating
	Interpretation
	Equivalent Numerical Value                  

	Short 
	A risk is short-term if the project will be impacted by the risk, if it occurs, in the next 30 days.
	Defaults: 0.65, 0.83, 0.95

Range: 0.65 < Allowable Value < 1 

	Medium
	A risk is medium-term if the project will be impacted by the risk, if it occurs, in the next 30 to 60 days.
	Defaults: 0.35, 0.50, 0.60

Range: 0.35 < Allowable Value < 0.65

	Long
	A risk is long-term if the project will be impacted by the risk, if it occurs, beyond the next 60 days.
	Defaults: 0.05, 0.18, 0.30

Range: 0 < Allowable Value < 0.35


Table 6.  Timeframe Ratings and Definitions

The results of the Analyze Risk element of the process, shown in figure 1, are summarized in table 7.  Three risks, and their ratings and values, are listed for illustrative purposes.

	Risk Analysis Worksheet (RAW)…Analyze Risks Segment
IS Upgrade (ISU)

	Analyze Risks

	Risk       ID
	Probability Rating
	Cost Impact   Rating
	Schedule Impact     Rating
	Technical Impact   Rating
	Timeframe Rating

	ISU .001
	High/ 0.75
	High/ 0.83
	High/ 0.65
	Moderate/ 0.40
	Short/ 0.83

	ISU .002
	Medium/ 0.45
	Severe/ 1.00
	High/ 0.65
	Moderate/ 0.40
	Medium/ 0.60

	ISU .003
	Medium/ 0.60
	Moderate/ 0.50
	Moderate/ 0.60
	High/ 0.83
	Long/ 0.18


Table 7.  Risk Analysis Worksheet: Analyze Risk Segment (Sample)

3.3 Prioritize & Display Risk

This element of the risk management process is focused on determining the relative rank-order of the identified risks.  A “most-to-least critical” risk ranking is computed as a function of each risk’s potential impacts to the IS upgrade project.  Table 8 presents a summary of the Prioritize Risks segment of the Risk Analysis Worksheet (RAW).  The entries in this segment of the RAW are computed.  The following describes how these computations are made.

Prioritizing Risks

On the IS upgrade project, a weighted average model is used to compute an overall score for each identified risk.  This score provides a most-to-least critical rank order of the risks.  Formally, this scoring model originates from the concept of linear utility [1, 4].    

Definition: The Impact Score of an identified risk is the average of the three equivalent numerical values associated with the risk impact ratings selected for the three impact areas Cost, Schedule, and Technical Performance*.

Definition: The Risk Score (equation 1) of an identified risk is the weighted average of the equivalent numerical values associated with the risk’s Probability, Impact Score, and Timeframe.
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(Equation 1)
In equation 1, U1 is the risk’s Probability (table 2) with importance weight w1, U2 is the Impact Score with importance weight w2, and U3 is the equivalent numerical value for the risk’s Timeframe (table 6) with importance weight w3.  Furthermore, the weights sum to unity; that is, 
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Definition: If the impact of a risk to a project on Cost, Schedule, Technical Performance is such that it would cause project termination, then it is rated Severe and the Impact Score defaults to its maximum numerical value of one. 

Definition: Risk Score is defined to be equal to one if the Impact Score is equal to one (refer to equation 1).

Definition: The overall Rating for Impact and Risk Priority is defined as follows: 

The overall Rating of an identified project risk is rated Severe (in the project’s RAW) if the Score for that risk is equal to one. 

The overall Rating of an identified project risk is rated High (in the project’s RAW) if the Score for that risk is greater than or equal to 0.65 and less than one. 

The overall Rating of an identified project risk is rated Moderate (in the project’s RAW) if the Score for that risk is greater than or equal to 0.35 and less than 0.65. 

The overall Rating of an identified project risk is rated Low (in the project’s RAW) if the Score for that risk falls between 0 and 0.35.

Table 8 summarizes the results of the scoring and risk ranking process described above.

	Risk Analysis Worksheet (RAW)…Prioritize Risks Segment
IS Upgrade (ISU)

	Prioritize Risks

	Risk   ID
	Impact Score
	Impact Rating
	Risk Score
	Risk Priority 

Rating
	Risk Priority 

Ranking

	ISU.001
	0.627
	Moderate
	 0.736
	  High
	  2nd

	ISU.002
	1.000
	Severe
	 1.000
	  Severe
	  1st

	ISU.003
	0.643
	Moderate
	 0.474
	  Moderate
	  3rd


Table 8.  Risk Analysis Worksheet: Prioritize Risk Segment (Sample)

Risk Score is used to rank a risk’s priority relative to the other identified risks.  The risk with the highest risk score is ranked first in priority, the risk with the next highest risk score is ranked second in priority and so forth.  The closer the risk score is to one the higher the priority; the closer a risk score is to zero the lesser the priority.

Determining Consequence Score    

Lastly, another measure is defined for identifying the criticality of managing potential risks.  On the IS upgrade project, this measure is referred to as Consequence Score.  Defined by equation 2, a risk’s Consequence Score is a function of the Impact Score and the Timeframe.  Consequence Score is computed independently of the value of a risk’s probability.  Because of this, the potential consequence of a risk event will be visible to management whether the risk event is assessed to have a high or a low occurrence probability.
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(Equation 2)
Displaying Risks

Figure 2 presents two key output displays designed for the IS upgrade project.  The left-most plot in figure 2 illustrates a risk event’s consequence to the IS upgrade project versus its probability of occurrence.  When Consequence Score is plotted against Probability, the potential negative impacts of a risk can be viewed separately from its occurrence probability.  The right-most plot in figure 2 illustrates a risk event’s Risk Score versus its probability of occurrence, where Risk Score is given by equation 1.
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Figure 2.  Risk Status Displays – Risk versus Consequence versus Probability
When the plots in figure 2 are viewed jointly, management has a mechanism to visualize which risks are potentially the most important to manage.  For instance, the Risk Score for risk event C is 8.5 percent larger than the Risk Score for risk event A.  However, the Consequence Score for risk event C is 24 percent larger than the Consequence Score for risk event A.  Although, in this example, Impact was weighted twice as important to the project as Risk Probability it is clearly more critical for management to place its attention on risk event C than risk event A (in this case).  These plots will reveal characteristics about each risk that might be hidden from management.  In particular, the Consequence Score for each risk will be an important discriminator for management decisions when the risk scores computed by equation 1 are close or even tied.  

On the IS upgrade project, each point in figure 2 is color-coded.  The color depicts the status of the least complete risk management action in the set of actions described in that risk’s management plan.  These colors correspond to an action status color scheme in table 9.  Color-coding the points in figure 2 allows management to focus their attention on the high priority risks that also have the least complete set of risk mitigation actions.

	Color
	Interpretation

	Blue
	Risk management action is completed and successful.

	Green
	Risk management action is on schedule and will likely be completed successfully.

	Yellow
	Risk management action may not be completed on schedule.

	Red
	Risk mitigation action is not started or deemed unsuccessful.


Table 9.  Reporting the Status of Risk Management Actions

4.0 Considerations and Recommended Practices

This paper briefly described the key elements of a risk management process recently implemented on a large scale, multi-billion dollar, information system upgrade.  One of the most important aspects of the risk identification process is the proper description of each risk in terms of the risk statement formalism described herein.  Following this formalism has enabled IS upgrade team members, stakeholders, management, and decision-makers to clearly see the source and the nature of the risk.  This has improved the team’s ability to properly analyze the risk, distinguish whether the event is truly a risk (and not an issue), make reasoned assessments of occurrence probabilities, and select appropriate risk management strategies.

The risk analysis process has benefited from the careful construction of impact tables defined to identify those areas of the project that are potentially negatively affected by risk.  Establishing a set of anecdotal definitions for what is meant by a risk that potentially has a severe impact to the project, or a low impact, enables all process participants to have a common language and a common basis for risk evaluation and interpretation.

The use of the scoring models, described herein, provides the IS upgrade project a consistent and traceable basis for generating a most-to-least critical risk ranking as a function of multiple evaluation criteria.  A unique design feature of the Risk Score and the Consequence Score models is the automatic identification of risk events whose potential impacts are so severe that, irrespective of their occurrence probabilities, importance weightings, or timeframes, they are considered show-stoppers and must be flagged to management at all times.  The reader is directed to references 1 and 4 for a technical discussion on the use of these types of models in project risk management.

Lightly addressed in this paper, but considered a key element of the IS upgrade project’s risk management process are its mechanisms for identifying risk dependencies.   On the IS upgrade project, it is critically important to identify risks that correlate, or link, to other aspects of the project.  Identifying these linkages is done early and continuously in the process.  The specific mechanism employed by the project is a risk correlation matrix.  This matrix is used by project management to closely monitor risks that are flagged (identified) as having the greatest number of linkages, or dependencies, across the entire scope of the project.
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* The mathematical formalism for this mapping originates from utility theory.  Each score reflects a value of the utility function for this rating.  The reader is directed to [1, 4, 5] for a general technical discussion on this topic.


* Impact Score may also be defined as a weighted average of the three impact areas.  However, the IS upgrade project decided to minimize its use of weighting at this level of the analysis.  
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